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Abstract

The authors propose a new personal authentication
methodthat is speciallysuitablefor mobile services.Signa-
turesare written in the air by handand the resultingmove-
mentsare captued by a videocamer. Sincevideocamens
can be mud smallerthan tablet devices,this techniquewill
reduceterminal size We build a prototypesystenand evalu-
ateits performanceunderideal conditions. Theresultscon-
firm the techniques feasibility The experimentsreveal the
uniquepropertythat signatuessignedin the air are hard to
imitate

1. Intr oduction

The recentdramaticincreasen the popularity of mobile
phonesds placingmoreattentionon mobileapplications Mo-
bile E-commerceis one of the promising applicationsthat
could grow rapidly in the nearfuture. This emphasizeshe
importanceof the securityof mobile services. Personaku-
thenticatior/ verificationis critical if we areto minimizethe
damagecausedoy lost terminalsand other maliciousactivi-
ties.

Biometricsis a promisingapproachto personalauthenti-
cation/ verification[4]. Fingerprintverificationis the most
often discussedechnology Its adoptionis, however, some-
whatproblematiaueto its poorsocialacceptancandseveral
technicalproblems.

We examinedsignatureverification with the view of ap-
plying it to mobileterminals.Signatureverificationis consid-
eredto have bettersocialacceptance Electronictabletsare
the usualway of capturingsignaturesbut they requirea fair
amountof flat spaceandsoarenot suitablefor small mobile
terminals. In orderto overcomethis problem,we proposea
new methodthatusesavideocamerdo capturesignaturesin
our method,the signaturesare madein the air; the resulting
penmovementsare capturedby a video cameraandtracked
by imageprocessingechnology We confirmedthe methods
feasibility experimentally This methodcontritutesto minia-
turizing the terminal. Moreover, no contactis needed. The

essencef ourworkis themethodof capturingthesignatures.

To evaluatethefeasibility of theproposednethodn aprelim-
inary experiment,we utilize acommerciakignatureverifica-
tion engine.Suchengineoffer reasonabl@erformancesince

commerciakignatureverificationsystemsasedn electronic
tabletsareon the market[2].

The restof this paperproceedsasfollows. Section2 out-
lines the proposedmethodfor personalverificationby free-
spacesigning. Section3 describeghe configurationof the
prototypesystem. Section4 shawvs the initial experimental
results.

2. Free-spacsesigningfor authentication
2.1.Personalverification by signatures

Signature verification is a well-establishedand well-
accepteanethod especiallyin westerncountries.Evenin the
IT era,signhaturesrethe predominantechniqueor sensitve
commercialoperationssuch as check validation and credit
card processing.A lot of effort hasbeendoneto automate
theverificationprocessisingcomputerdo processlectroni-
cally capturecsignatures.

On-line (dynamic) signatureverification usestime se-
guence®f penvelocityandpressurelata,aswell assignature
shapelt hasbetterperformancehanwith the staticapproach
that usesonly signatureshape[2]. Sinceelectronictablets
canmeasureheseparameterghey arethemostpopularinput
devicesfor signaturesystems.Thearrierpreventingtheir use
in the next generatiorof mobile terminalsis their excessve
spacerequirementsOnealternatve is therecentlyproposed
rangeof specialpen-typedevices[7],[8],[9], [10]. Thepens
usesmall sensorsand/orlaserdevicesto capturepen move-
ment. Unfortunately suchpen-typedevicesmusttransferthe
signaturedatato the computemwherethe verificationprocess
is performedthereforethey areproblematicfor usewith mo-
bile terminalsin termsof sizeandbatteryconsumption.

However it is captured,the input signaturedatamustbe
comparedagainstthe registeredreferencesignature. If they
are similar enough,the signatureis determinedas genuine.
On the other hand, if the similarity is insuficient, it is not
acceptedas a valid signature. It is obvious that two signa-
tureswritten by the samepersorwill notbeexactlythesame.
Therefore the systemmustcopewith this kind of difference
aswell ascatchingthe differencesreatedy forgeries.

To permittherapid testingof our key advance videocap-
ture,we employedhe signatureverificationengineproduced
CyberSIGNJAPAN Inc. [2], [3] without ary tuning. Since
this engineassumesormalizedsignaturedatain terms of



size, position, and time scale,all signaturedatais normal-
ized beforebeingfed to the engine.The engineperformsDP
matchingbetweenthe referencesignatureandthe input sig-
natureusingtime-basediata. The differencein the time do-
mainis calculatedoy summingthewidthsin thetime domain
shifted by DP matchingfor all samplingpoints. Moreover,
the shapedifferenceafter DP matchingis calculatedby sum-
ming the absolutedistancedor all samplingpoints. Thesys-
tem usesthesetwo factorsto determinesignaturesimilarity.
The systemdetermineghe signatureasgenuineor not by a
comparisorto athreshold.

2.2.Capturing signaturesby video tracking

2.2.1 Assumptions

The point of this work is the useof signaturesmadein free
spaceand capturedby a video camera,insteadof draving
themon electronictablets.

Whenmaking signaturedn the air, thereis no guarantee
thatthe penwill move acrossa flat virtual surface. The pen
canmove freelyin 3 dimensionslt is possibleto measurehe
3 dimensionalmovementof the pen by employinga stereo
measuremensystemcreatedwith multiple cameras. How-
ever, multiple camerasare not suitablefor mobile terminals
becauseof the size and weight of the equipmentrequired.
We consideredhatthe datacapturedy singlecameravould
be sufiicient for our applicationby makingthe following as-
sumptions.

1. Signaturesnadein theair aredravn on aplaneorthog-
onalto thecamera.

2. Thereis nosignificantmovementof the penin thedepth
directionwhile signing.
2.2.2 Spaceand time resolution

Videocamerasisuallyhave lowerresolutionin termsof space
andtime thanelectronictablets(tablel). This lower resolu-
tion may degradethe performanceof personalerification.

Table 1. Comparison of tablets and video cam-
eras

item I tablets | videocameras
spatial 0.025 mm 640 x 480
resolution (accurag:£0.5 mm) dots/screen
timeresolution|| 100 points/sec | 30 frames/sec
other penup/davn, intensity color
information penpressure

Thestandardramerateis 30frames/se¢i.e. 60fields/sec)
following the NTSCspecification.However, recentimaging
devicescanachieve theframerateof 120 frames/sein terms
of capturespeedand datatransferrate. That meansthere
areno majortechnicalor costbarriersto realizingsuchhigh-
speedvideo cameras.Pleasenote that actualmanufacturing
costsstronglydependon productionvolume.

Basedon the above considerationalthoughour final goal
is to utilize the video camerasembeddedn visual phones,
we assumedhe following ideal ernvironmentto simplify this
initial feasibility study

1. full NTSCspatialresolution

2. doublethe framerate (time resolution)of NTSCs field
rate(60 fields/set

The basicconditionabore shavs our evaluationstrateyy.
Thatis, we eliminatethelow time resolutionfrom videocam-
erashy usingcommerciahigh speedrideocamerasandlimit
theweakpointsto the spatialresolutionanddifferencein in-
putmethod.We clarifiedtheir influenceon the personaleri-
ficationperformancenf the prototypesystem.

2.2.3 Start / endpoint of signatures,strokesand charac-
ters, and pen pressue

Electronictabletscan measurgpen pressure.Suchdatacan
not be directly determinedrom video images. This causes
problemsbecausethe systemcannotfind the beginning or
endingof signaturestrokes. Our assessmertf this is given
below.

1. Beginning and ending of signatures

Theprecisadetectiorof thebeginningandendingof sig-
naturesis importantto achieve acceptableverification
performance.

In our experimentswe askedthe subjectdo let the pen
stayin the sameplacefor several secondsvhenbegin-
ning andendingtheir signatures.

2. Strokesand characters

Isolatingstrokesandcharacterss importantfor charac-
ter recognition. However for signatureverification, it is
notsoimportant,sincesignaturearemorelike freeline
drawings ratherthan setsof characters.Therefore,we
did not isolatestrokes/characterdiVe treatedall signa-
turesasdrann in onestroke.

3. Penpressue

Obviously the prototypesystemcannot obtainary data
relatedto penpressure Sincethe commercialsignature
verification enginewe usedneedspen pressurevalues
to be input, we enteredconstantdummy valuesas pen
pressure/alues.

3. The prototype system

We built aprototypesystemn orderto studythefeasibility
of theproposednethod.lts configuratioris shavnin figurel.
Sincethe mainpurposeof this prototypesystemis to confirm
thefeasibility of themethod we usedan“ideal ervironment”
asthefirst evaluationstep.In this ervironment,lighting vari-
ationandall othersuchvariableswereignored. This policy
allowed usto constructthe prototypequickly by combining
commerciakquipments.
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Figure 1. Configuration of the prototype

3.1.Input data

To capturepenmavement,it is necessaryo track the pen
acrossthe screenandto generatea time sequencef screen
coordinates. We useda commercialvideo trackerfor this
purpose.The videotrackercantrack a bright point acrossa
screeratthetimeresolutionof 120points/sedtwice NTSCs
field rate). Basicspecification®f thevideotrackerareshavn
in table2.

Table 2. Specifications of the video tracker

Model OKK Inc. G280-204S
Spaceaesolution 640 x 416
Timeresolution 120 points/sec

I/F RS232C
Inputvideo monochrome
(speciahigh speeccamera)
Tamet choiceof
to betracked | brightpointor blackpoint

Thevideotrackeris notrobustagainsenvironmentallight
sourcessince it simply finds the brightest region on the
screerandoutputsthe coordinatef its centercontinuously
Thoughthis would be a seriousproblemin actualuse, we
leave the resolutionof this problemfor a later study As a
roughcountermeasuréhe penusedin thetestshadan LED
atits tip (figure2). With the LED lit, the videotrackercould
trackpenmovementreliably.

- Lighting Device

Figure 2. Signing pen with LED

Figurel shavs the glasspanelthatwasplacedorthogonal
to thecameraThe panelwasusedto guidethe subjectsvhen

signing. Thatis, the panelhelpedto keepthe penin the cam-
erasfield of view duringsigning.In addition,the glasspanel
hadotherpurposesn otherexperimentqseesectiond.2.2).

3.2.Verification process

We usedthe commerciakignatureverificationenginepro-
vided by CyberSIGN JAPAN Inc [6]. We normalizedthe
size,position,andtime factor(numberof samplingpoints)of
signaturedatain a preprocessingperation.

4. Experiments
4.1.0verview of experiments

We focusedon the following itemsin the experiments.
1. basicfunctionality (personaberificationperformance)
2. theeffect of makingsignaturesn freespace

3. therepeatabilityof suchsignatures
4.2.Basicexperiments

We askedapproximatelyl00 subjectsto sign their name
using the three styles describedbelow using the prototype
system. They were (a) signingin the free spacejust aboe
the glasspanel,(b) signingon commercialelectronictablets,
and(c) signingon the surfaceof the glasspanel(figure3).

For eachof thesethreestyles thefollowing numberof sig-
natureswere collectedfrom eachsubject. Threesignatures
per subjectswere collectedfor registration, and their aver-
agewasusedasthereferencesignature.Tensignaturesvere
collectedasgenuinesignaturesor verificationtesting.In ad-
dition, eachsubjectwas shavn the signatureof threeother
subjectsaandwasaskedo forgethe signaturesFive forgeries
persignaturenverecollectedfrom eachsubject.

Samplesignaturesareshown in figure4.

Table 3. Basic functionality experiments

item || collectedsamples| valid samples
numberof subjects 105 96
signatures
for registration 315 288
genuinesignatures
for verification 1050 870
forgery 1575 1240- 1270

Table3 shaws the scaleof experiment. “Collected sam-
ples”in thetableindicatesthe numberof subjects/signatures
collectedfor eachsigningstyle. Somedatawereincomplete
(mostly due to battery problems),they were manually ex-
cluded. “Valid samples”in the table shavs the numberof
subjects/signaturder eachsigningstyle afterthis exclusion.

Theresultsareplottedin figure5. Eachgraphshows the
distribution of distancegsimilarity) from theregistrationsig-
naturesfor genuinesignaturesand forgeries. The X-axis
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Figure 4. Sample signatures

shavsthedistancen theshapedomain,andthe Y-axisshavs
the distancein thetime domain. The thresholdfunction was
taken as a linear function. Under the condition that FRR
(FalseRejectionRate)equalsFAR (False AcceptanceRate),
we calculatedheoptimizedthresholdunction. Theresultsof

FRR=FAR) andverificationrateareindicatedin the graphs.
In addition,excluding the assumptiorof the equalityof FAR

and FRR, ROC (Recever OperatingCharacteristigsfor sig-

naturesn freespacearecalculatedcandshovnin table4.

4.2.1 Basicfunctionality

We first evaluatedthe basic functionality of the proposed
methodusingfree-spacsignatures.

Thedistribution of distancegsimilarity) of free-spaceig-
natureds shown in figure5(a). For referencethedistribution
of distance®f signaturesollectedusingan electronictablet
is alsoshavnin figure5(b).

Genuinesignature$ave similar distributionsin figure5(a)
and (b). The forgeries, on the other hand, shav different
trends. Thoughforgeriesdrawn in free spacehave biggerdi-

vergencein thetime domain,they have lessdivergencein the
shapedomain; the resultis greateroverlap of genuinesig-
naturesand forgeries. This worsensthe verification rate of
signaturesn free space. The lower spatialresolutionof the
camera(comparedo thetablet)is consideredo be therea-
sonfor this.

Table 4. Receiver Operating Characteristics

FAR(%) | FRR%)
0.1 16.4
1.0 7.0
2.0 4.4
35 3.6
5.0 2.6
7.0 2.0
16.3 0.5

In actual E-commerceapplications,the failure to detect
forgery causessevere problemslike swindling. Therefore,
FAR is often requiredto be lessthan 0.1%. Accordingto
the ROC achievzed by our method(seetable4), in the caseof
0.1% FAR, FRRis 16.4%. This meanghat a falserejection
will happeroncein every 6 trials.

In general,it is not easyto evaluatethe accurag of bio-
metricsauthenticatiorunderpracticalconditions[1],[5]. In
our case the forgerieswere madeafter viewing the genuine
signaturesandundegoing sometraining. Thatmeansgvery
non-genuinesignaturerepresentec deliberateforgery On
the otherhand,evaluationsfor fingerprintauthenticatiorare
usually conductedusing randomfingerprints. Actually, fin-
gerprintsarehardto imitate, but forgerscanpracticethe sig-
naturebeforeattemptingheforgery. Thisimpliesthatthesig-
natureauthenticatioormethodshouldbe evaluatedundercer
tain strict conditions. However, we believe the assumption,
thatevery signatureexceptgenuiness forgery is still hand-
icappedtoo much,andthe systemis expectedto have better
ROC in actualuse.Moreover, thereis considerableoom for
improving systemperformanceby parametetuning, suchas
introducinga higherorderthresholdfunctionandapplyinga
grayzone.Thisimpliesthatthe methodwill have acceptable
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Figure 5. Evaluation results of performance

performanceén actualuse.

As we mentionedbefore, the beginnings and endings
of signatureswere determinedby intentionally halting pen
movement.However, we obseredthatin somecaseghepen
did not remainstationarylong enough,leadingto failure of
start/encbointdetermination.

In orderto overcomethis problem,we createda penthat
hada pushswitchto activatethe LED. Thesubjectdepressed
the switch (activatingthe LED) while signing. Sincethis pen
providesthe subjectswith feedbackthe subjectsmadefewer
errors.Althoughsometrainingwasneededall subjectsvere
ableto signproperly This eliminatedthe errorsmadein de-
termining the beginning and endingpoints. Although only
a few evaluationexperimentswere conductedwith this new
pen,we consideredhat this switch overcomeghe problem,
sowe eliminatedthe signaturedatacontainingwrongly esti-

matedbeginningandendingpoints.

Push Switch | -

Figure 6. Pen with switch

4.2.2 Effects of signaturesin freespace

We evaluatedthe impact of maoving the penin free space
by comparingsystemperformancevith free spacesigningto
signingontop of the glassplate.

Genuinesignatureave similar distributionsasshavn in
figureb(a) and(c) aswell as(b). However, the resultsshav
thatforgerieshave lessdistancean the shapedomainandthat
resultsin larger distribution overlap betweengenuinesigna-
turesandforgeries. This yields the significantresultthat the
verificationrate of signaturesn free spaces betterthanthat
possiblewith signaturesdravn on the glassplate. We ex-
pectedthat the depthvariation of the penusedin free space
wouldcauseadecreas@ verificationperformanceHowever,
theresultsdery this expectation A roughanalysismpliesthe
following.

1. Goodforgeriescannot be createdrom just the shapeof
thegenuinesignature

2. Personaldifferencesare emphasizedf the degree of
freedomis large

However, in orderto fully clarify thereasonsmorecareful
experimentsandstudiesarerequired.

4.3.Repeatability over time

For signatureverificationto be successfulall signatures
written by the samesigner should be stable so that their
shapesrevery similar. Signingin free spaceoffersalarger
degreeof freedom.Moreover, it is not easyfor signersto ad-
justthe signingmotion,sincethevisualfeedbaclkavailableis
weak. Thesefactorssuggesthe possibilityof signaturensta-
bility. We conductedan experimentto confirm the stability
of signaturesmadein free spaceover a one month period.
Tensignatureer subjectmadein free spacewerecollected
from tensubjectsaftera onemonthperiod. Thesesignatures
were comparedagainstthe referencesignaturesollectedin
the original experiment(the referencedatageneratedn sec-
tion4.2wereused).

Somedetailsof the experimentare shavn in table5. We
obsenred that one subjectmadecompletelydifferent signa-
tures. Accordingto intervien notes,he forgot his reference



Table 5. Time stability experiments

item || collectedsamples| valid samples
subjects 10 9
genuinesignatures 100 90
time elapsed approx.1 month
methodof signing signingin freespace

signature.Sincewe consideredhatwould not occurin prac-
tice, weremovedhisdatafrom theevaluationset.“Valid sam-
ples”in thetableshavs the numberof subjects/signaturesf-
tertheremoval of this data.

Theresultsare plottedin figure7. GENUINE in figure7
denotesthe distribution of distancedor the signaturescol-
lectedat the sametime asthe referencesignatures.LATER
denotesthe distribution of distancedfor the signaturescol-
lectedafterthe onemonthperiod. LATER valuesareshifted
towardstheupperright. This indicatesanincreasen the dis-
tanceof signaturesfrom the referencedata. The FRR was
7.8% basedon the samethresholdfunction calculatedn the
experimentof sectiord.2.
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Figure 7. Signature stability over time

We analyzedheresultsfor eachsubjectandfoundsignif-
icantindividual variations. Table6 shows the distribution of
subjectsvho hadthecorrespondingiumberof falserejection
occurrencesSomesubjectshadvery stablesignatureandso
hadzerofalserejections.Othersubjectssufferedfalserejec-
tions.

Table 6. Number of subjects and false rejec-
tions

o
=
N

Numberof falserejections
Numberof subjects 5(11]3

ol w
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Accordingto the above results,the stability of free space
signatureds not adequatgtoo mary falserejections). The
subjects(all Japaneseyerenot really familiar with signing
sinceit is not a Japaneseustom. This might be onefactor.
Sincesomesubjectscould createstablesignaturesijt seems
likely thatmostpeoplecould achieve the sameperformance
with practice.

5. Conclusion

The authorshave proposeda new personakluthentication
methodsuitedfor mobile services.Signaturesarewritten in
free spaceandtheresultinggesturesare capturecby avideo
camera. A prototypesystemwas built andtested. The re-
sultsconfirmedthe feasibility of our methodand shaved its
promise.

This methodenabledo peopleto be verified without any
physicalcontact. In addition, the experimentsrevealedthat
signaturesmadein free spaceare hard to imitate. We are
proposingthis methodas an alternatve to using electronic
tabletsfor personalverification. It alsoseemdeasibleto use
it to achieve personalerificationby gestures.

As future work, we shouldimprove the methods robust-
nessagainstnon-orthogonaskigning planes,copingwith en-
vironmentalinterferencemakingimplementatiorfeasibleby
reducingsize andweight, and developing a methodologyto
improve time stability.
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