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Abstract logical and neurological processes. The concept of atten-
This paper describes the use of visual attention charac- tion, or conscious selecting and directing of perceptual in-
teristics, monitored by gaze tracking during presentation of formation intake, arises because finite physical human limi-
a known visual scene to a viewer, as a biometric for dis- tations prevent us from perceiving all things at once. Rather,
tinguishing between individual viewers, The positions and attention is used to focus our mental capacities on small por-
sequences of gaze locations during viewing may be deter- tlon_s c_)f the sensory input gamut so that we can successfully
mined by overt (conscious) or covert (sub-conscious) view-  assimilate the stimulus of interest [6].
ing behaviour. Methods to quantify the spatial and tempo- The human visual system relies on positioning of the
ral patterns established by the viewer for a particular image eyes to bring a particular component of the visible field of
are proposed, and distance measures between these are es- view into high resolution. This permits the person to view
tablished. Experimental results suggest that both types of an object or region of interest near the centre of the field
gaze behaviours can provide simple and effective biomet- in much finer detail. In this respect, visual attention acts as
rics for this application. a “spotlight” effect [9]. The region viewed at high resolu-
tion is known as the foveal region and is much smaller than
1. Introduction the entire field of view contained in the periphery. View-

ing of a visual scene consists of a sequence of brief gaze
periods (typically 100-500ms) of visual concentration (fix-
ations) at specific locations in the field of view, interspersed
with sudden movements of the eyes (saccades) to reposition
the foveal region at the next point of attention. This process
provides the brain with detailed visual information over a
succession of these fixation-saccade events covering a few
comparatively small areas in the field of view, from which
a “conceptual” image of the visual scene is constructed by
combining these with the large area of low resolution in-
formation gained from the periphery. The fixation-saccade
son, such as behaviour or thought processes. Here we pro_events may be cons_c_iousl_y dir_ected by the viewer to visit
a sequence of specific points in the scene (overt), or else

pose to exploit the personal aspects of visual attention pro- be all d to be directed sub iouslv by the brai
cesses determined by means of monitoring eye movementsfnay € allowed to be directed sub-consciously by the brain

in an attempt to develop such a biometric. according to its choice of points of interest (covert) [8].

In order to understand visual attention processes better,
methods have been devised to track gaze location through
eye movements: a simple approach uses a video cameraim-

It has been estimated that approximately 80% of the in- age to recover the 3D orientation of the eye. By observing
formation a human receives comes from visual inputs [13]. where and when a person’s gaze is directed, it is possible to
Visual information therefore plays a major role in our every- establish the fixation-saccade path followed by the viewer.
day life activities and also in our ability to make decisions This provides insights about what the viewer found interest-
based on this information. Visual attention is a complex ing (i.e. what captured their attention) and perhaps reveal
and expanding research field which investigates aspects ohow that person perceived the visual scene they were view-
human vision and how it relates to higher cognitive, psycho- ing [6]. If the viewer is undertaking a defined task, such

Establishing the identity of a person when validating a
request for access to a secure environment is an importan
and challenging application in the world of today. To com-
plement the widespread practice of data-based authentica
tion using private information (such as passwords) which is
prone to attack or theft, some physical aspects of the hu-
man individual known as “biometrics” may also be used
(such as fingerprints) [2]. While these are harder to vio-
late than purely data-based methods, it is not impossible.
Safer forms of biometrics would be based on non-visible
and non-physiological information hidden within the per-

2. Visual Attention and Eye M ovement
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as following a prescribed sequence of gaze locations, thisis 1. The operating characteristics of the tracking device

equivalent to providing a password. If a task is not speci- need to be sufficient to allow the necessary detail in
fied, the path denotes the pattern of visual interest for that spatial and temporal resolution. A sampling rate of
individual, corresponding to the scene being viewed. Either approximately 50ms or less will achieve the temporal
of these situations can provide a suitable foundation for a requirement for detecting fixations generally. Spatial
biometric, and both are explored here. localisation to around 10% of the overall scene lin-

) ) ear dimensions is judged sufficient to establish fixation
3. Biometric Gaze M easurements points appropriate to this application.

Biometric research is a rapidly evolving field due to the 5 A sufficient number of successive gaze points is re-
increased demand on modern society to identify or authenti- quired to allow unique characterisation of an individ-
cate an individual [11]. Whether for the purpose of entering ual within the population, and to override the effect
a restricted room or building, or for credit card payments, of involuntary errors in gaze location and sequence,

there are numerous needs to validate identity. Biometric without requiring too many points or too long a gaze
identification has adopted a wide range of human features  qyration for practical purposes. A comfortable maxi-

and characteristics which may be used to identify or au- mum viewing time for an image is approximately 20

thenticate an individual with much stronger certainty. Typ- secs, after which some fatigue/boredom effects typi-
ical examples include the fingerprint, iris and retina scan, cally occur. This allows for at least 40 fixations to be

voice print [12], face geometry [4, 10], DNA, handwriting, measured.

or even a person’s typing style which can be used as a key-

board behavioral signature [1]. An identification system 3. The gaze pattern followed by a viewer needs to be rea-
is also often formed as a combination of different tradi- sonably similar on different occasions. Substantial ev-
tional identification and biometric measures [5]. This pa- idence from experiments with numbers of viewers in-
per describes another such biometric measure based on dis-  dicates this expectation is realistic [14].

tinguishing between visual attention patterns for individual o ) )
viewers. 4. The covert viewing gaze patterns for different viewers

of the same scene need to differ significantly and con-
sistently from each other to allow effective detection.
Evidence in the literature [6] suggests that this is the
case.

As described earlier, a viewer will build up a perception
or “conceptual image” of the visual scene by a sequence of
fixation-saccade events. The spatial and temporal pattern of
these events for a given visual scene varies widely between
different people and accordingly can be used to compute a
visual attention "signature” of each individual. These sig-
natures can be formulated by quantitative analysis of the
individual's gaze data [7]. Two possible ways that such sig-
natures could be constructed are as follows.

5. An efficient and unbiased technique is needed to es-
tablish the distance between two gaze patterns, to al-
low easy decision-making for establishing similarity.
A signature of relatively few numerical values repre-
senting a compacted form of the gaze pattern would

_ ) ) be appropriate, and can be compared using ranking or
1. The viewer could be presented with a known picture matching type procedures.

for which they had decided upon a personal sequence
of fixation points, already informed to the authentica- 6. A distance measure between gaze patterns also needs

tion system in a training phase. The viewer would con- to make allowance for involuntary errors, such as se-
sciously (overtly) direct their gaze to these points in guence or duration variations. The signature should
the order established, while the authentication system therefore be constructed to constrain the effects of
tracked the sequence of points. same viewer variations.

2. The viewer could be presented with a known picture ~ Our approach to developing the biometrics described
for which their unconscious (covert) pattern of gaze above, and establishing their viability subject to the above
points when inspecting the picture had previously been assumptions, is described in the sections below.
captured by the authentication system in a trainin
phzse. Theyviewer would simply vi%ew the picture pas(‘—J 4. Methodology & Outcomes
sively and allow the authentication system to collect  The experimental methodology adopted consisted of
the pattern of gaze points occurring naturally. recording gaze data of three different viewers for a partic-

ular image of an outdoor scene. This image is shown in
Both methods require some assumptions about the prop-Figure 1. For each image, the viewer was directed to exam-
erties of eye movement and gaze tracking, as follows: ine the scene both consciously (overtly) and unconsciously
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two operating modes. The first mode consists of the off-line
training wherein the library of gaze “signatures” is com-
piled for each individual. The second mode is the actual
online operation of the authentication system. In this mode,
an observer’'s gaze data is recorded online and compared
against the database of signatures to identify or authenticate
an individual. The off-line training mode for the overt ex-
periment consisted of building the database of points to be
viewed and their sequences manually. The recorded gaze
data gathered during the online mode was then compared
against the database to authenticate the individual.

Figure 1. Rockclimb image used in the gaze- For the given Rockclimb image, the observer was di-

tracking experiments. rected to gaze at each of the six specific points for approx-

imately one second each and in their prescribed sequence.

(covertly). The former approach relied on the observer to The gaze data (sampled at 15fps) was then passed through
gaze at a select number of points and in a particular se-a spatial clustering algorithm to extract any fixations with
quence known only to them. In the latter approach, the an approximate viewing time of 1.0 secs and a tolerance of
viewer was free to examine the image in their natural man- g 3 secs, i.e. containing roughly 10 to 19 samples of gaze
ner, i.e. as directed by their personal visual attention pro- data. The locations of these fixations were then compared
cesses. For each case, the gaze-tracking experiment was reggainst the database, along with their viewing sequence, to
peated three times, each occasion being separated from thgythenticate the individual.
others by some other visual tasks to reduce the influence Figure 2 shows the original gaze data and fixations ex-
repetition. tracted for all subjects viewing the Rockclimb image, for
4.1. Gaze-Tracking Device comparison purposes. After clustering the original gaze

samples with a constraint on the time of fixation, only six

The device used to record eye movements during thesefiations were obtained and are plotted against the Rock-
experiments was an EyeTech video-based corneal reflectionyjimp jmage. These fixations correspond to the six points
eye tracker. This device is normally used for point-of-regard i gpserver was directed to examine. Similar fixation plots

measurements, i.e. those that measure the position of thgyere ais0 obtained across the three repeat experiments from
eye relative to 3D space rather than relative to the head [15].the same people.

The method of operation relies on tracking the corneal re-  £qr the overt experiment, a successful authentication is
flection from an infra-red light source, as it is invisible 10 e case when the location of the fixations extracted from
the human eye and non-distracting. Although four separate e cjystering algorithm (subject to a time constraint of ap-
reflections are formed during the reflection of a light source, prox one second) is within a small threshold of the locations
referred to as Purkinje reflections [3], only the first Purkinje gtored in the database. The sequence of viewing these fix-
reflection is utilized in the video-based tracker and is 10- 4iions also had to correspond to those stored for each in-

cated relative to the location of the pupil center using image gjyigual. The authentication process was successful in all
processing techniques. cases.

The gaze-tracker utilized operated at 15 frames per sec-
ond, resulting in a sample of the observer's gaze direction
approximately every 67ms. The experiments were con- Comparing the recorded gaze signatures of a person with
ducted using an image and screen resolution of 20748 those in a database is a straight forward procedure for the
pixels. overt experiments. A valid authentication is simply the case
when the location of the clustered fixations, and their view-
ing sequence, matches those stored in the database. How-

For the overt experiments, each viewer was directed to ever, the comparison of the gaze patterns for the covert ex-
look at six specific points in the Rockclimb image. As only periments is a much more complicated and problematic en-
a small number of people were utilised, the same six points deavour. This is due to the inherent variations that exist not
were used in each case, however, the viewing sequence wasnly between viewing patterns of different people, but more
re-arranged substantially for each person. This essentiallysignificantly, between different scans of the same person.
provided a unique pattern which could be used to distin- This inter- and intra-variability makes the development of
guish very clearly between the different individuals. a simple authentication process extremely difficult. Conse-

For both the overt and covert approaches to developing quently, more sophisticated measures need to be developed
a biometric measure, the system may be considered to havén order to truly identify commonalities, if any, that exist

4.3. Covert Experiment

4.2. Overt Experiment
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D: is used to measure or count the number of common
fixations between any two scans. A common fixation
is one which coincides spatially (within a given thresh-
old) with another fixation in the second scan.

e D’: encompasses the order information between two
scans. It is a measure or count of the number of posi-
tion changes in order for the common fixations viewed
in both scans. This count is also normalised by the
square of the number of common fixations, T¥2.

e D*: is used quantify the difference in visit periods of
the first five fixations in two scans. This is achieved by
the computation of a SAD score between the number
of gaze samples in each of the first five fixations,

D* = YV |p(F}) — p(F?)|, whereN = 5, F}! and
F? are theith fixations of scan 1 and scan 2, gn(d)
is the number of gaze samples in each fixation.

e D*: quantifies the difference between the number of
revisits of each of the first five fixations. The revisits is
represented as a count of the number of times a viewer
“revisits” one of the first five fixations during the entire
viewing duration. This measure is implemented with
another SAD scoreD* = SV |r(F}) — r(F?)|
where N = 5, andr(.) is the number of revisits for
each fixation.

Figure 2. Overt Experiment: (a,c,e) show the
original gaze samples while (b,d,f) show the
extracted fixations plotted against the Rock-
climb image for all three viewers.

The first two distance measures are used to assess the
commonality of the fixations and their viewed sequence
between any two scansD simply counts the number of

. common fixations whildD’ counts the number of position
between different scans of the same observer and betweeiy,anges in the order of the fixation viewing sequence. This

observers. The measures and data that will be discussed iR, nt is normalised b2 to penalize those counts with
this section are presented to ascertain if any patterns exist; small number of common fixations. Thus, viewing se-
across the same observers and/or different observers. Th%uences with a certain number of sequence changes and a
existence of any such patterns will determine if & person's 546 number of common fixations will be more significant
covert visual attention processes can in fact be used as an4 those with the same count for sequence changes and a
successful biometric. At this stage, no authentication pro- ¢4l number of fixations.
cedure has been implemented on these measures. The second two distance measures described above are
Figure 3 presents some sample data for the covert ex-ysed to quantify slightly different aspects of the visual at-
periments. Plots (a), (b) and (c) show fixations of Scan 1 tention processD* measures the difference between the
for Person 1, Person 2, and Person 3 respectively, plottedperiod (or the number of sample points) of the first five fix-
against the Rockclimb image. The variations between ob- ations via a SAD score. Empirical evidence has shown that
servers in these cases are quite apparent. Figures (d), (éhe most prominent of all fixations generally occur within
and (f) represent the three repeated scans for Person 1 ofe first five viewed. Later fixations as a general rule contain
the Rockclimb image. These three scans do appear to havey much smaller period. These is the reason for only compar-
many similarities after a visual comparison, however, there jng the first five fixations. Note however, that these first five
is still obviously some diversity between the three repeated fixations can be revisited during the entire viewing duration
scans, i.e. intra-viewer variation. Moreover, the plots in (10 secs). ThusD* computes the SAD score between the
Figure 3 do not contain any information about the sequence total number of sample points between the first five fixations
these points were viewed in. obtained over the entire viewing sequence. The last distance
The measures employed to determine the similarities be-measurd ™ quantifies the difference between the revisiting
tween different scans in this experiment are outlined below. habits of the viewers. Different viewers will have different
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underlying psychological and cognitive process which di-

P1

P2

. NG : ) ST S2 S3| 51 S2 53| 5152 53

rect them in to revisit points or regions of interest to them SI| 0 37 37| 83 0 61| 80 80 111
- i + i i PL| s2 0 16| 111 41 80| © 0 0

in various manners. Thu®) measures the _cjlﬁerehces in o3 ol 11 20 8ol e3 e 1u1

the number of revisits of the first five prominent fixations ST 0 82 37| 63 111 1il
via another SAD score. P2 | s2 0 280 0 0

. S3 0 125 80 222

Table 1 presents thB distance measures calculated be- ST 0 25 41

tween all possible scan combinations. The larger the value, | P3 | S2
the more similar the scans as they share a larger number of
common fixations. The diagonal values in this table sig-

40
0

Table 2. Quantitative measures: D’ x 10° cal-

nifies comparison between a scan and itself, which simply
yields the total number of fixations in that person’s scan.
From a simple visual inspection of the table, there is evi-
dence that th® scores of intra-viewer comparisons (notin-

cluding the diagonals) are generally larger than inter-viewer
comparisons, except for a few cases. This measure howeve
is by no means sufficient enough to adequately distinguish

between different viewers.

f

culated between scans of all viewers.

ations, which have been shown empirically to be the most
prominent fixations. Similarly Table 4 presents the SAD

scores between the number of revisits of the first five fixa-

tions. For the values in both Table 3 and 4, the smaller the
score, the more similar the scans. Once again, from a visual
inspection of both of these tables, there is an obvious trend
where the intra-viewer comparisons are generally smaller

P1 P2 P3
S1_S2 S3[ ST S2 S3[SI_S2 S3 than inter-viewer comparisons, except for a few cases.
S1 | 14 9 9 6 8 7 5 5 3
P1 | S2 10 8 3 7 5 3 3 2
S3 11 3 5 5 4 4 3 P1 P2 P3
S1 15 7 9 4 3 3 S1 S2 S3| S1 S2 S3| S1 S2 S3
P2 | S2 13 6] 2 2 2 SI| 0 27 56| 65 45 72| 8/ 8 59
S3 13/]4 5 3 P1| S2 0O 53|80 54 81|80 78 48
S1 9 7 6 S3 0 63 69 82| 69 85 49
P3| S2 10 4 ST 0 38 31| 76 108 82
S3 7 P2 | s2 0 51|78 72 68
S3 0 95 115 83
Table 1. Quantitative measures: D calculated o3 g; 0 ?66 542‘
between scans of all viewers. s3 0
Table 2 presen ! res which signify the differ- I
enc::s iﬁ orzeersc()eft:\Setlti]?ati?JCnov?eswin Csesl?enf():/et r?o(:mglised Table 3. Quantitative measures: D* calcu-
g sequence, . lated between scans of all viewers.
by the square of the number of common fixations. In this
case, the smaller thB' score, the more similar the scan.
The diagonal values in this table are all zeros as a scan com- PI P2 P3
pared with itself will obviously have the exact same view- a2 S| 5L Sz SIS %2 %9
ing sequence, so the changes between them will be zero. | p1 | s2 0 5|9 10 1227 5 3
From a visual inspection of the table, it can be scene that the 3 ol d B s ° ¢
intra-viewer comparisons (not including the diagonals) are P2 | s2 o 4|7 9 7
almost all smaller than inter-viewer comparisons, except for = 0 =
five distinct cases which the score is zero. These are cases | p3 | s2 0 4
when the viewing sequence of the common fixations are the S8 0
same. However, from a cross-comparison with Table 1, it —
P Table 4. Quantitative measures: DT calcu-

is clear that these instances generally only contain two or
three common fixations between the two scans, so the pos-
sibility of having the same sequence is significantly higher.  From the preliminary results presented thus far, there are
Future work will look at penalizing these instances rather some obvious trends in the data to suggest that a scan from
than assigning it a zero value which would suggest similar one person is in actual fact more similar to other scans from
scans, when in actual fact they are far from similar due to that same person than to scans from other people. Future
the small number of common fixations. work will repeat these experiments on a greater range of

Table 3 presents tHB* SAD scores which measures the images and subjects to provide a richer set of base data.
difference in the visit period (or number of gaze samples) Investigation will also be carried out on various statistical
between the first five fixations of any two scans, whatever approaches to extract more concrete conclusions from these
location those fixations may be. This measure essentiallyresults, as well as examining more advanced comparative
compares how long a person views each of the first five fix- measures.

lated between scans of all viewers.
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Figure 3. Covert Gaze Data: Fixations for Scan 1 of (a) Person 1, (b) Person 2, and (c) Person 3, for
the Rockclimb image. Figures (d), (e) and (f) represent the three repeated scans for Person 1, i.e.

intra-viewer variation.

5. Conclusion

The above experimental results would be enhanced by
increasing the number of subjects tested, and refining the
resolution of performance parameters associated with the
complexity of the gaze tracking data and the correspond-
ing compacted signature information. The simple visual at-
tention biometrics described here could be extended in a
number of ways, to increase the sophistication of the sig-
natures extracted, or to introduce sufficient variability to
make attacks harder: for example, expanding the number of
different images available to a single viewer for the covert
gaze method. The applicability of the method under highly
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