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Abstract—More information can be gathered when
autonomous or self-driving vehicles can connect to and
communicate with other vehicles and their environments,
improving safe self-driving. However, we need an effective
scheme that encourages drivers to share state information
voluntarily while driving because the information can be shared
only by their permission. Therefore, this paper proposes an
incentive scheme to boost information sharing and hence
improve autonomous driving safety.
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1. INTRODUCTION

Modern vehicles incorporate complex systems to
communicate with their environment and other vehicles, and
hence enable autonomous driving through sensors and
embedded computers [1,2]. Sensor data, i.e., state information,
is critical for autonomous vehicles to decide and take various
actions without human intervention or assistance. State
information from other vehicles or local environment can be
shared by interactions among vehicles or between vehicles
and environmental sensors. Such as accidents or road
conditions can be useful information to enhance self-driving
safety [3]. However, information sharing requires permissions
from the owner or the vehicle providing the information, and
must guarantee information integrity. Therefore, we propose
an incentive scheme to encourage information sharing for
autonomous vehicles, as well as verifying data integrity.

II. INFORMATION SHARING REWARDS

This section introduces the state information shared
among vehicles or between a vehicle and its environment, e.g.
dashcam videos of accidents or road conditions; and describes
the proposed incentive scheme to share them.

A. Dashcam videos

Although many open APIs [4, 5] provide automotive data,
more data local to the vehicle, such as real-time local accident
or road conditions, will enhance self-driving safety. This state
information can include images or videos representing
significant and complex data, for example videos contain
information about object shape, shade, location, motion, and
interactions with other objects, rather than just discrete digital
values. At the images or the videos showing the state at a
specific time, a person may get the information, which he/she
is interested in, different from other persons.

Dashcams record events around a vehicle in real-time [6].
They have become relatively inexpensive, and hence many
drivers have installed them to record accident details to
defend themselves. However, recorded videos are generally
retained by their owner rather than being shared. Drivers used
to buy the dashcams . Dashcams create a series of short video
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Fig. 1. Our video sharing scheme

files, and usually erase previous oldest records as required to
free ongoing recording capacity [6]. These videos could be
helpful to other vehicles if they could be shared in near real-
time, e.g. to avoid chain collisions due to a sudden accident,
or when an obstacle suddenly appears in the road. Since
dashcams record all scenes during driving, detecting and
sharing critical scenes without driver interruption could
significantly improve autonomous driving safety.

We determine the occurrence of an accident from the
images and sound of the video recorded by dashcam. The
learning model is created in the cloud and stored in the
dashcam firmware. The video sharing scheme is described in
Fig. 1. Fig. 2 and Fig. 3 show the upload process and the
request process of the video with accident scene to be shared
[7] each. An accident is detected by dashcam using deep
learning and its video is shared based on public blockchain
automatically. When a 1 min. video is created, a total of 60
frames are extracted at a rate of one per second for image
detection. VGG16 image classification model [8], which was
trained on Imagenet [9], was used to detect an accident scene.
At the sound classification, the 1 sec recordings were used as
the input and features were extracted using Mel Frequency
Cepstral Coefficient (MFCC) [10]. The image frames are
applied to CNN [11][12] at specific times considering the
specifications of the dashcam. The video soundtrack is
additionally used to improve detection accuracy.

B. Incentive Scheme

Fig. 4 shows the proposed incentive scheme to share
accident video. We adopted Ethereum to implement a public
blockchain where all nodes participating in the network can
share videos [7]. The incentive the video provider would get
was estimated as follows.

® The provider registers its cost, C;/v/, and the time
limit ¢ to the blockchain after uploads the video v to
the cloud. The k-th requester should propose the
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reward for the provider, pi/v/, more than Ci/v]+g.
Ci/v] can be estimated as follows.

Cl[v] = CU + CBI + CN
Ck[v] = CBk

Cy is cloud cost, Cp, and Cp, are blockchain cost, and

Cy is communication cost. They are estimated in Table
II.

When the k-th requester downloads the video v, the
cost about the video sharing, Ci+;/V/, is calculated. It
includes the cost to use Ethererum blockchain and to
communicate in order to manage the video v.

k>1

At 1, each requester gets paid back for the remaining
after the provider takes its cost and reward; until 7, the
requester’s overpayment is escrowed on the

TABLE II. COST ESTIMATION

Estimates Cost Reference
Cy 0.05GB Amazon S3 [21], 50 MB /Video
* $0.023/GB
Cpg, $0.06 Ethereum [22]
[ By, $0.02
Cy 0.924 92.4% [23] Mobile Data
* 0.05GB Communication over Celluar
* $12.37/GB  network

blockchain. Every requester bears the cost and
reward for the provider equally.

At t, let n requesters, the amount to be paid back to
the k-th requester is
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TABLE L SYMBOLS
Symbols Meaning
Epub Provider/ V] Encryption of video v with public key of video provider, Pub_Provider
I Download link of video v
r/v] Request of video v by k-th requester
t Time limit to settle incentive and pay-back
Ci/v] Cost of video v paid by k-th requester
V] Reward for video v provided by k-th requester
g Minimum reward given to the provider
P[] Reward for video v given to the provider at ¢, p'/v] 2> g
RK k Re-encryption key for k-th requester
v} Pay-back balance for k-th requester

nelv] = pelv] = (2%, G[v] + g},

The provider gets a reward,

Pl =n-g+y Gl

III. INTEGRITY VERIFICATION AND INCENTIVE ANALYSIS

This section considers video integrity verification and the
incentive scheme to encourage data sharing.

A. Integrity Verification

To ensure video integrity, an evidence of these videos is
created every minute and sent to the cloud [7]. Time and
location details are not transmitted for non-accident videos,
whereas the video, time, location, and thumbnail hash for
accident cases are shared through the blockchain to ensure
video integrity and facilitate retrieval. Four smart contracts

were adopted for the blockchain network: the evidence
contract (EC) is related to store data from the dashcam as
evidence, the search contract (SC) finds the desired video
with matching details, and the request (REQC), and response
(RESC) contracts apply where the owner transmits a
download link and re-encryption key for the video, as shown
in Fig. 4 [7].

The EC is a contract regarding the contents of the
evidence of the video, which include the owner’s account
address, hash of the video, the time and location where the
accident occurred, the video’s thumbnail, and the verification
status. When a specific event is detected in the dashcam, this
data is created and the EC containing these data is deployed.

The SC is a contract for the video retrieval, which has the
EC’s address and the time and location information. The SC
is deployed from the cloud. When the video is uploaded from
the dashcam, the cloud verifies the EC and the SC is updated.
The cloud continuously reads the EC data that have been



verified and stores the data in a database.

The REQC is deployed from the requester. It has the
requester’s public key, the owner’s public key, and the
download link. When the requester wants to request the
original video of the EC, he/she deploys the REQC that has
his/her own public key. Then, the address of the REQC and
the EC are transmitted to the RESC. The owner can access
the REQC to obtain the requester’s public key. If the owner
wants to share the video, he/she transmits the re-encryption
key to the cloud and updates his/her own public key and the
download link to the REQC. Because Response contract of
the nature of the smart contract, only the owner can send
his/her own public key and the link to the REQC. Likewise,
only the requester can access the REQC and receive the data.

The RESC deployed from the cloud is used by the owner
to determine whether there is a request. When the REQC is
deployed, the RESC is updated. The owner always accesses
the RESC to check whether there is a request. When the
RESC is updated by the REQC, the owner can get the REQC
address. Then, the owner can access the REQC to see which
video needs to be shared. If he/she wants to share the video,
the owner will send the re-encryption key to the cloud and
update the REQC by sending the download link and his/her
own public key for proxy re-encryption.

The contracts cannot be changed once deployed. The
video to be shared is encrypted and stored in cloud, and its
hash value verified after decryption.

B. Incentive Scheme Analysis

Reward should be provided to the original information
provider to encourage data sharing. In addition, the requesters
must pay the same cost to download the video such as
= " .Ci[v] + g. The more the requestor is, the less the
requester pays and the more incentives are given to the
provider. Our incentive scheme focuses on fairness between
requesters and motivation to share information. The time limit
¢t means when the pay-back and the incentive are distributed to
the requesters and the provider.

IV. RELATED WORKS

Current video sharing methods are based around posting
requests and waiting for supplier response(s), which leads to
problems to verify data integrity, i.e., video manipulation,
and the troublesome process and computational overhead
checking for advertisements, and finding and resending the
video. Using ViewMap [6], the dashcam creates and uploads
view profiles, a compact form of the video, to the cloud for
video sharing. However, since the actual video is not
uploaded automatically, it is difficult to share the video
among vehicles in near real-time. Hossain [13] shared videos
from smartphones or cameras around the city to the cloud,
using watermarking and authentication to prevent videos
from being manipulated in the sharing process or being
shared with unwanted people. However, the scheme proposed
is not automatic, either.

Blockchain ensures data integrity by distributed node
consensus [14, 15]. The data layer checks data authenticity
using a digital signature with public key and checks data
integrity with a hash function and hash chain of data blocks.
Since the blockchain is created and managed by the
blockchain node consensus, i.e., without a central control
node, it is difficult to modify the blockchain without a

majority vote [14]. However, there is no incentive scheme
provided by the blockchain, automatic video sharing
designed on the blockchain should have its own reward
scheme if necessary.

Fraga-Lamas [16] showed many parties can exchange
data with each other and communicate via the blockchain.
Zhang et al. [17] proposed a P2P file sharing incentive
leveraged by cryptocurrency and smart contracts. Free riding
and whitewashing can be eliminated by downloading costs,
with uploading files earning money. They adopted a game
competition model to calculate the appropriate incentive.
Shrestha and Vassileva [18, 19] proposed a blockchain based
incentive scheme to share user data using P2P-like file
sharing with the data provider obtaining an incentive for the
data shared. Guo et al. [20] proposed an incentive scheme for
competitive organization data sharing. Our scheme provides
some incentive to encourage more drivers to share their
dashcam videos. However, our incentive scheme does not
lead all drivers to compete in order to get the rewards because
the accident videos can be obtained around the accident spot
at the accident time. Instead, the original video owner can get
the reward for sharing his video from the recipients
appropriately.

V. CONCLUSION AND FUTURE WORKS

Modern vehicles commonly incorporate the capacity to
share data among vehicles or between the vehicle and
environment. Thus, state information local to, but outside the
autonomous vehicle, such as accident or road condition video,
can be shared and used to enhance self-driving safety.
However, such vehicle requires voluntary authorization from
the data owner. This paper proposed an incentive scheme to
encourage information sharing for autonomous vehicles,
while ensuring data verification.

Future study will implement the proposed rewards scheme
on an autonomous vehicle prototype, along with the detection
scheme for modified copies with the same video content.
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