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Abstract—With the fast increase of wireless technology, more
new applications are developed targeting smart cities. It is clear
that soon-to-be, each city will be covered with wireless capabilities
besides the 5G cellular technology. In a modern city, the bus
riders find themselves waiting for a significant amount of time
for a bus while checking their smartphones. It is essential to
use the numerous amount of data that can be gathered from
these devices and surrounding to serve a better quality for the
transportation system while preserving the ridership privacy.

As to improve the quality of monitoring the transit buses
system, we develop a framework using the Internet of Things
(IoT) devices. In this paper, a framework is formed, and two
case studies are investigated with various implementations. The
goal is to use this framework to collect any data that can be used
in smart cities to improve planning and increasing bus ridership
through better scheduling. A complete comparison between the
two case studies is provided with the performance measurement
of each technique, and a hybrid methodology is suggested.

Index Terms—Internet of Things (IoT), Transit Systems, Pri-
vacy and Security, Intelligent Transportation Systems (ITS), Case
Studies

I. INTRODUCTION

The revolution of wireless communication has a significant
impact on the transportation system. An assumption of each
rider having a smartphone is more reasonable and logical than
a couple of years ago. Smartphone usage had almost doubled
twice, once from 2010 to 2014, and again in 2018 [1]. By
the year 2022, the number of smartphone users in the USA is
estimated to reach over 270 million [2]. It is predicted that by
2020, it is estimated that 92.8% of USA mobile phone users
will own and use a smartphone [2]. It is worth mentioning that
Intelligent Transportation Systems (ITS) are actively looking
for applications that improve the quality of transportation in
cities and on highways [3].

The remaining of the paper is organized as follows, in
section II we shed light on related work on the topic of
integrating communication with IoT devices for intelligent
transportation applications, how it is performed using several
techniques by other researchers. Section III provides details of
the framework suggested, including different methodologies
of data collection. Also, two case studies are explained in
that section. We discuss the security and privacy concerns of
using IoT devices for intelligent transportation in section IV.
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Finally, we conclude the paper and shed light on future work
in section V.

II. RELATED WORK

Recently, many researchers have been interested in the inte-
gration of wireless communications and intelligent transporta-
tion to reach more sustainable transportation systems. Several
researchers started using Bluetooth as an example of adopting
communications in transportation applications [4], [5]. More
recently, researchers have been investigating the use of Wi-Fi
MAC addresses to track riders through a transportation system
such as bus systems [6], [7]. Other researchers focused on the
pedestrian flow analysis system [8], [9].

Despite all efforts of using Wi-Fi technology, no one pro-
posed a complete framework to build a sensing IoT (Internet of
Things) device that is capable of sensing multiple parameters
(e.g., speed, battery life, MAC address, phone fingerprint).
With the increased use of Internet of Things devices and the
calls for smart cities in the near future, a framework of an
IoT device used for Intelligent Transportation application is
essential and necessary. A smart node that can be deployed
for several usages and applications (e.g., counting passengers,
estimate ridership, traffic flow, the relation between weather
and ridership, incident detection, etc.) [10].

Internet of Things (IoT) devices opened the door for ap-
plications beyond the bus systems and ridership. It allows for
the utilization of machine learning with data analysis for more
applications. It is beyond the tracking of MAC addresses to
monitor individuals or build applications [11], [12].

In a couple of years, smart cities will offer a driver (or
a passenger) the option to opt-in for applications that show
the driver more related information while driving or using
transit systems. For example, a driver (or a passenger) would
rather see information about the travel time in a busy traffic
road. In contrast, another passenger would prefer a related-
advertisement of information that the passenger cares about,
such as the opportunity of studying, job search, new car, or
even restaurants [13].

Nowadays, application users are more concerned about their
privacy compared to a couple of years back [14], [15]. With the
introduction of any new application, new privacy and security
concerns could be raised which should be addressed before
deployment of the application.



III. FRAMEWORK

The idea of a framework for an IoT device is simple and
merges all sensors in one smart node that can collect data from
passengers, the bus itself, and the surrounding area. Then, use
this data analysis to identify applications that are related to
intelligent transportation. Several research questions are in-
need for answers. For example, where the data is stored: over
the cloud or locally for processing later). How long the data
is needed. In our framework, we provide two experimental
cases, one located in Japan, and the other is located in the
USA. Both experiments were done in a relatively close time
frame. The choice of two different case studies highlights the
need for a global framework, as shown in Fig. 1.

Fig. 1. Data Collection Framework in an Intelligent Transportation System
(ITS)

A. Case Study in Japan: Sensing inside the bus

The route bus company, Minato Kanko Bus in Kobe city
Japan, developed its bus monitoring system for efficient man-
agement. Kobe, a city in Japan with 1.537 million population
according to the United Nations (UN) in 2015, has several
transit companies. Minato Kanko bus invested in IoT tech-
nologies to improve bus ridership. The company is interested
significantly in identifying the flow of passengers in their
buses. In particular, they wishe to know which route or bus
stop(s) are over or under utilized. In this subsection, we show
an example of integrating a data sensor installed on-board a
company’s bus to collect data from the bus patrons.

1) System Design and Rational: Bus companies are inter-
ested in introducing IoT technology to their business as a
successful transition from analog to digital. The tachograph,
shown in Fig. 2, records the vehicle speed and engine speed
to ensure the operation manager of safe driving of the vehicle.

An analog tachograph can record the driving logs which the
operation manager can to analyze the log data visually. In a
digital tachograph, the system sends the real-time log which is
obtained through the cellular network. The operation manager
then can see the automatically summarized data.

(a) Analog tachograph (b) Digital tachograph
CC BY SA(https://commons.wikimedia.org/wiki/File:Tachograph.jpg)

Fig. 2. Tachographs

One goal of adding a digital sensors to a digital tachograph
is to improve the operation of the bus. Operation managers can
grasp the positions of several buses by merely putting the GPS
position on a map. Activities, such as wipers, would inform
the operation managers if raining conditions occur. The driving
recorder for each bus usually has four cameras (outside ahead,
outside backward, on the driver, and inside the passengers
area), as shown in Fig. 3. The driving recorder was installed to
understand what happens inside/outside the bus in case of an
incident. However, the recorded videos may also be useful for
analyzing the circumstance of a daily bus routine. Recently,
the Japanese government announced that there is a plan to
equip a driving recorder on all public buses in Japan.

Fig. 3. Bus’s driving recorder images

Fig. 4 shows the overview architecture of the bus IoT system
(Docor), which is a company’s manufactured system. The in-
vehicle device sends all the sensor data except the driving
recorder images via Long-Term Evolution (LTE) cellular net-
work every 0.5 seconds. The video images are stored locally
inside the bus during the operation. When the bus returns to its
garage, the video images are synced with the cloud-database
via Wi-Fi. A list of the currently installed sensors in Docor and
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Fig. 4. System Design of Docor

their specifications are listed in Table I. The system collects
these sensors data in real-time from the operating buses since
2015; the amount of sensor data except the driving recorders’
image exceeds 500GB. Due to space constraints, not all video
data are stored (e.g., newest 6CH driving recorder records
over 70GB videos for a day from one bus). Also, for privacy
concerns in case of using the videos, passengers are given the
option to opt-out. We have utilized these sensors data to infer
the operation states [16] and the number of passengers [17] in
past research.

TABLE I
SENSORS IN DOCOR

Data Source
Latitude GPS
Longitude GPS
Altitude GPS
Vehicle speed Vehicle
Engine speed Vehicle
Engine pulse Vehicle
Travel distance (ODO) Vehicle
Amount of fuel Vehicle
Direction 9-axis sensor
Atmospheric pressure Environmental sensor
Temperature Environmental sensor
Humidity Environmental sensor

2) Data Analysis and Results: The system was able to
count the number of passengers getting into and getting off
the bus. As described above, the main purpose of installing a
driving recorder is to avoid false charges in case of an accident
by maintaining the evidence. Hence, not all the shooting angles
are ideal for counting passengers. The dedicated cameras for
counting passengers are installed on the ceiling in front of
the doors. Thus, it is a great challenge to process the driving
recorder images for counting passengers. The bus has two
doors. The front door is for getting on the bus, while the
other door is for both getting on and off of the bus. Since
the driving recorder is installed at the front ceiling of the bus,
occlusion happens when a passenger is getting off the bus
from a rear door. Also, other occlusions may occur when a
passenger ride on the bus in close enough proximity to another
person. To improve the accuracy of the Computer Vision (CV)

only method, the Japanese team proposed the use of the sensor
fusion method. Using this method can utilize not only driving
recorder images, but also a stopping time at a bus stop and a
surplus time to depart. The data collected are vehicular speed,
GPS, the location of the bus stops, and the time table. Fig. 5
shows the proposed sensor fusion method. It infers the number
of passengers getting on/off the bus based on CV using a
combination of YOLOv3 and deep sort algorithm. The method
then corrects the infer number with the output of a random
forest classifier. This classifier infers the error number of CV
by processing the inferred number, stopping time at a bus stop,
and a surplus time to depart.
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Fig. 5. Sensor Fusion for Counting Passengers getting ON/OFF a bus

As shown in Table II, the sensor fusion method improved the
accuracy of the CV only method, which made the accuracy as
close as possible to the dedicated sensor (e.g., camera method).

TABLE II
ACCURACY OF COUNTING PASSENGERS GETTING ON/OFF THE BUSES

CV Only Sensor Fusion Dedicated Sensor
Getting on 89.6 96.7 98.6
Getting off 82.6 87.9 98.6

B. Case Study in the United States of America: Sensing
around bus stations

Public transportation around the James Madison University
campus, a mid-sized university in the state of Virginia as well
as the Harrisonburg city area has become increasingly vital as
residential, and commuter populations continue to grow year
after year. Current infrastructure cannot accommodate one or
two passenger vehicles, and even some bus routes are now
overflowing. We believe it is possible to utilize the power
of the Internet of Things (IoT) devices (e.g., Raspberry Pi
computing devices) to improve bus route efficiency and traffic
congestion in Harrisonburg, as well as other college towns in
the future. By locating the IoT devices around a bus station, we
can collect data that help us identify the number of passengers,
waiting time, and more.



1) System Design and Rational: El-Tawab et al. [18] [19]
introduced a Cyber-Physical System (CPS) to monitor the
efficiency and the Quality of Service (QoS) of a bus system
used primarily around an academic university. This CPS
detects approximately the number of riders of a small set of
the buses used around the university. We use IoT devices to
scan and analyze the Wi-Fi data (e.g., Raspberry Pi3 Model B
equipped with a micro SD card, 5V/2A portable battery, and
a wireless adapter). It is important to emphasize that the IoT
device can be any IoT device that is equipped with monitoring
accessories. In these experiments, we collect data surrounding
bus stops using these IoT devices. Each IoT device is located
at a fixed location in the surroundings of one of the bus stops.
Each IoT node is set into monitoring mode sniffing of wireless
network traffic in the surrounding area of the bus station (with
a radius of 7m) [20]. Without breaking the privacy of any of
our passengers, we use a network protocol analyzer to capture
these packets of data, including the arrival time, MAC address
of the device, the strength of the Wi-Fi signal, etc. from various
Wi-Fi-enabled devices. Please note that no personal data is
collected, except for the MAC address to count the number
of people waiting at the station. The packets of data include
useful information that can then be parsed. Once the parsing
was completed, it would be exported into a data file and then
sent to a cloud-based database, as shown in Fig. 6.

Fig. 6. System design of smart nodes installed at each bus station

We deployed a total of seven IoT devices to collect data
and send it to a cloud-based database. The IoT devices are all
placed in the surroundings of bus stops, data consists of time
stamps, MAC addresses, and Received Signal Strength Indica-
tor (RSSI(s)). Using the minimum and maximum waiting times
for a specific device in a bus station, we could determine the
duration of the waiting time. Fig. 7 shows the location of each
IoT device. Each IoT device is connected to a solar panel that
allows for the charging of the device’s battery. Additionally,
each smart node is sent to sleep from midnight to 6:00 am to
save power. In our selection of the stations: we picked ones
that are of high demand by the students, and also have reliable
Wi-Fi coverage, to upload the data to the cloud.

2) Data Analysis and Results:
a) Wait Time Frequency: We estimated the average wait-

ing time at each bus stop using the data collected. We calcu-

Fig. 7. Seven IoT devices located at bus stops at James Madison University

lated the arrival and departure times of each unique wireless
device within the range of our IoT devices to determine the
number of minutes waited at a particular bus station. Fig. 8
examines the wait times seen at ”Art Studio” bus station to
”Memorial Hall” bus station over one week, in this instance,
April 17th through the 21st.

It is essential to recognize that the passengers who waited
more than eight minutes for the bus (we assume 8 minutes
to be the threshold for passengers to think about alternative
options). We calculated the wait times greater than eight
minutes into perspective with total wait times seen at the
various stops. The pie charts in Fig. 9 shows the ratio of
bus riders waiting more than eight minutes, versus less than
eight minutes. For the ”Art Studio” bus station to ”Memorial
Hall”, we analyzed the two consecutive Thursdays in April to
compare two similar days.

C. A Hybrid Technique

A hybrid technique that merges between sensing inside the
bus and surrounds the bus stops is a useful framework for
smart cities, where IoT devices can inside and outside the bus
can collect data. These data are then analyzed to concluded
more accurate information such as eliminating false positive
and false negatives (e.g., a passenger with no-phone or dead
battery phone; or a case of a passenger with two smartphones).

IV. PRIVACY AND SECURITY

Protecting the privacy of the patrons was a consideration
in both systems. It is essential to perform sets of security
measurements in any intelligent transportation system [21],
[22]. The Japanese system uses an Opt-out approach to protect
the patrons’ privacy. The two main data points which can
identify users are the images taken by the on-bus camera [17]
and the collected MAC addresses from patrons connected to
the on-board free Wi-Fi. If a patron elects to have themselves



Fig. 8. Frequency of wait times at Art Studio to Memorial during the week
of April 17th

taken off of a video, they need to do so manually by following
few steps to opt-out from the data collection process. For the
MAC addresses collection, the Japanese system does not store
the collected MAC addresses. Instead, the MAC addresses of
those devices connected to the on-board free Wi-Fi are hashed
using MD5 algorithm [23], and the hash value is stored instead
of the MAC address itself. This way, the stored information
cannot be traced back to a specific device and hence protects
the privacy of the patrons. This method follows their previous

Fig. 9. Comparisons of Wait Times at Art Studio to Memorial

experimental method [9]. Additionally, a salt is used to make
sure that there is enough randomization in the input provided
to MD5. If an attacker gets their hand on the hash values for
the MAC addresses and tries matching hash values to original
MAC addresses using rainbow tables or other methods, they
will not be able to do so without the knowledge of the salt used
to create the hash value. Finally, any salt used to generate a
hash value is also recorded along with a timestamp. The reason
for that is to be able to regenerate a hash value from the MAC
address of a user who elects to opt-out and wants their data
removed from the database. In this case, the patron needs to
provide their MAC address and the approximate time they rode
the bus and connected to the Wi-Fi. The system administrator
then tries to generate the hash value using all the salts that
have a time stamp matching the patron’s bus riding time until
they get a match. Once a match is found, the hash value of
the patron is completely removed from the database.

In the USA system, there was no image or video collection
performed. However, MAC addresses were also collected from
the patrons using edge nodes located at the bus stations.
Similar to the Japanese system, the USA hashes the collected
MAC addresses using SHA-256 hash function and, only the
output hash values get stored in the database. No salt is
added when creating the hash values from the MAC addresses.
However, the system uses HMAC which requires a key to
generate the hash value [24]. The key is randomly generated
and stored on the nodes and in the database with a time stamp.
Additionally, all the hash values are encrypted before they are
transmitted to the database [25].



V. CONCLUSION AND FUTURE WORK

In this paper, we investigate the idea of using a framework of
(IoT) devices for sensing data in smart cities. In particular, we
used the bus system in two different size cities (in two different
countries) as a sample of data sensing and collection. We
showed an example of data analysis done on both systems (one
sensing inside the bus, while the other sensing the surrounding
of the bus stops). Our goal is to study the QoS of the transit
bus system used in both cities as one of the primary modes of
transportation. Results show a pattern in ridership and waiting
times around one of the 7 stations where the IoT devices were
deployed. We also highlight how arrival and departure times
can be used to calculate how long patrons are waiting for a
public transit bus. We explored the privacy and security of
the data in both systems. Finally, we recommend a hybrid
system that can be sensing both inside and outside the bus
itself, leading to more accurate and robust method in the
intelligent transportation system. Our future goal is to optimize
the routes and increase ridership in each route to prepare for
autonomously driven buses, especially when being used by the
elder community members. As a future direction, we wish to
test a hybrid method of having two IoT devices inside/outside
a bus and what type of information we can retrieve from it.
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