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Abstract— Internet of Things (IoT) have offered great
opportunities for the growth of smart objects in the last
decade. Smart devices are deployed in many fields such as
smart cities, healthcare and agriculture. One of the
applications of IoT is Wireless Sensor Networks (WSN) that
require inexpensive and space-economic design for remote
sensing and communication capabilities. This, unfortunately,
lead to their inherent security vulnerabilities. Lightweight
cryptography schemes are designed to counter many attacks
in low-powered devices such as the IoT and WSN. These
schemes can provide support for data encryption and key
management while maintaining some level of efficiency. Most
of these block ciphers provide good security. However, due to
the complex cryptographic scheme’s efficiency and
optimisation is an issue. In this work, we focus on a new
lightweight encryption scheme called the Klein block cipher.
The algorithms of Klein block cipher are analysed for
performance and security optimisations. A new algorithm
which consists of 3-layer substitute box is proposed to reduce
the need for resource consumption but maintain the security.

Keywords— Cryptanalysis, Klein encryption, loT, S-box,
WSN.

I. INTRODUCTION

Great attention has been drawn towards the use of
Internet of Things (IoT) applications. Industries from
healthcare, agriculture and military are using smart objects
facilitating their workplaces with the deployment of IoT
applications. For example, Wireless Sensor Networks
(WSN) and Radio Frequency Identification (RFID) tags are
now widely used for object and process tracking in
production warehouses and in shipping. A big advantage of
the sensors is the low-cost budget required for
implementation and maintenance works [1]. The
components of WSN device can only offer constrained
resources such as limited Central Processing Units (CPU),
low memory, and small battery packs. This characteristics
of WSN devices has gained much attention regarding their
security vulnerability. Thus, maintaining the security level
is one of the important tasks for WSNdevices.

Due to high demand in the adaptation of IoT devices, the
security of many WSN devices has been breached.
Implementation of better security leads to other issues
because of the requirement of performance and restrictions
of resources. Hence, many lightweight cryptography
schemes have provided different security approaches for
WSN devices with a trade-off between security and
performance [2]. Klein encryption is a new lightweight
block cipher that has achieved a further step in the trade-off
with better software performance on legacy sensor
platforms and its compact hardware implementation.
Researchers conducted a software performance evaluation
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on many lightweight block ciphers such as Advanced
Encryption Standards (AES) and PRESENT block cipher
standards [3]. The evaluation was performed on AVR
ATtiny45 microcontroller. The Klein block cipher is part of
the evaluation and the results shows promising possibilities.
Amongst the results, the Klein block cipher scored average
rate of Random Memory Access usage [4] whilst
consuming the second lowest energy points [3]. While the
Klein block cipher is proved with reliable low-energy
resource consumption, the maintenance of security shows
vulnerabilities in many cryptanalysis [5]. This suggests the
Klein block cipher is prone to security attacks due to weak
security implementation. Klein block cipher is optimised for
WSN devices which contains less hardware resources. For
security vulnerabilities, this becomes trade-off issue
between security and performance. The software and
security analysis of the Klein block cipher suggests, Klein
encryption scheme is invested more on performance and
devoted very little on the security aspect [3]. Since this
block cipher enjoys the merit of low-resource consumption,
the algorithms of the block cipher can be further analysed
for security enhancement. In this study, the algorithms of
Klein block cipher are analysed against well-known attacks
based on performance. With the obtained analysis results, a
new algorithm has been designed and proposed to optimise
certain parts in the Klein block cipher to consume less
resource to implement stronger security standard in place.

II. OVERVIEW OF KLEIN ENCRYTPTION

A. Klein block cipher scheme

The Klein encryption scheme was proposed by Gong et
al, in 2011. The Klein block cipher is a family of
Substitution-Permutation Network (SPN) with variable key
sizes of 64, 80, 96-bits and 12, 16 and 20 iterations
respectively [6]. The Klein block cipher has four algorithms
per round. AddRoundKey, SubNibble, RotateNibble and
MixNibble.

a) AddRoundKey: In the first algorithm, the plaintext
and the key are combined with exclusive-OR (XOR)
operation.

b) SubNibble: The result of XOR’d value is divided
into 16 4-bits which are called nibbles. Each nibble are then
inserted into the S-box table.

¢) RotateNibble: The state is rotated four nibbles
(two bytes) to the left per each round.

d) MixNibble: Application of Galois Field, GF(2%)
are applied on two groups of four bytes.

The last algorithm is the adaptation of AES’s MixColumn
algorithm. The involutive 4-bit Substitute-Box (S-box) the



Klein block cipher to operate with less memory
requirement [3].

B. Current attacks on Klein encryption

Since the publish of Klein encryption, much
cryptanalysis has been discussed including successful
attacks in exploiting encryption keys. Two major attack
techniques are the iterative differential characteristics
analysis and the parallel-cut meet-in-the-middle (PCMITM)
attack [7]. Related security analysis observes and shows
critical weakness in algorithms of the Klein block cipher.

a) Differential ~ characteristics  attack:  The
differential  characteristics  attack is  well-known
cryptanalysis which exploits the keys of the encryption by
identifying the input and out differences of a round. One of
the techniques that differential characteristics uses is to
identify the differences by conditioning the input and out
and the path it followed to reach them. Once the differential
of six rounds is satisfied, then the exploitation of last
MixNibble and RotateNibble can be determined after the
last SubNibble. This is usually at the seventh round which
the differences should be zero for higher nibbles. The attack
performs on lower nibbles which shifts them through the S-
box. The outcome will be reversed through MixNibble.
Once the results are produced, the attack can be considered
feasible if the lower nibbles are active. To reduce the key
recovery costs, the trials can be reduced 258 times which
the attacks always work within the number of trials [9-12].

b) Parallel-cut meet-in-the-middle attack: The
PCMITM attack application to Klein block cipher could
have potential success if AddRoundKey, SubNibble and
RotateNibble have diffusion between the higher and lower
nibbles. In addition, the PCMITM attack requires the
condition of a nibble separation. In the MixNibble
algorithm, the result of higher and lower nibbles produce a
diffusion rate. Therefore, for PCMITM to be performed, it
must compute the higher and lower nibbles [5-8].

III. OPTIMISATION APPROACHES

The Klein block cipher is designed for WSN and IoT
devices which are limited with hardware resources. To fit
into these devices, a trade-off issue between security and
performance is adopted [3, 8-10].

Fast encryption system depends on its encryption key,
the designed cipher block size, and the plaintext. To speed
up the encryption process, a common design is to reduce the
produced computational overload whilst trying to maintain
the security level consistent.

A. Optimisation of alternative algorithm

The four algorithms in the Klein block cipher have
different functions and consume resources differently. The
overall software performance of Klein-64 has been
measured and evaluated before [11]. However, the
individual performance of the algorithms in the Klein block
cipher has not been evaluated and remains unknown. We
first analyse and evaluate the performance of each algorithm
in Klein encryption. Secondly, we propose an alternative
algorithm that replaces the fourth algorithm in the Klein
block cipher. Evaluation of original and alternative
algorithms will be conducted to measure and compare the
resources usage such as CPU percentage, memory bytes,
execution time and the data processed. These components

are the most important sources of measurement in the
software analysis. These components determine the usage
of each algorithm by providing logical data. The WSN
devices are small computational units which contain only a
limited amount of these components [12]. Hence it is
important to understand the amount of resource is used for
each algorithm.

B. Optimisation experiments

Since the reference code of the Klein block cipher original
paper was not published, we an implementation of Klein-64
has been written in Python 3 programming language. To
make sure that the integrity and the consistency of the
application have met, the design of the program has been
followed from the published article [6]. For embedded
systems such as microcontrollers, many programming
languages are used to program the devices. These
programming languages include JavaScript, C and Python. In
this study, it is intended to use Python language because of
the open-source license and wide range of libraries available
across the Python community.

For these experiments, we have chosen to implement the
Klein program on two devices. The first device was a
Windows computer that has CPU clock speed of 2.4 GHz and
8 GB of Memory. The second device was a Raspberry Pi 3
that has 1.5 GHz of CPU clock speed and 1 GB of Memory.
The experiments ran on Raspberry Pi 3 to simulate the
implementation on a WSN device.

Microcontrollers are also a family of WSN which are
made of small computers with limited resources. These devices
are responsible of controlling other sensors. For further
analysis of this study, the modified algorithms are considered
to be implemented on these devices [13].

The execution of each algorithm has been conducted once
in a Windows computer and once in the Raspberry Pi 3
device. The implementation was done by acquiring four
different programs with consistent information given to
evaluate the data, CPU speed, memory usage and time each
program took [14].

The implementation of 3 layers of S-box was conducted
after the implementation of original algorithms. The 3 layers
of S-box is a 4-bit permutation that applies to 16 nibbles after
RotateNibble algorithm. For this algorithm, to ensure the
message’s integrity, the state is XOR’d with the key once
before entering the 3 S-box algorithm and once in between
of each S-box. Table 1 represents the values of 3 S-box.

TABLE 1
3 S-BOX USED IN LAST ALGORITHM OF KLEIN BLOCK CIPHER
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The execution of the original algorithms was
experimented on two different devices to evaluate the effect



of software performance. The first experiment was on a
Windows computer. The result of AddRoundKey had
higher percentage rate than the SubNibble and
RotateNibble, however, in MixNibble, a bigger percentage
rate was shown. The usage of the memory for all programs
have shown similar result but in terms of the execution
time, AddRoundKey and MixNibble had longer time taken
compared to SubNibble and RotateNibble. The results is
shown in Table 2.

TABLE I
THE EVALUATION OF ORIGINAL ALGORITHMS OF KLEIN
BLOCK CIPHER IN WINDOWS COMPUTER

Algorithm CPU RAM Time Data
(%) (KiB) (Seconds) | (Byte)

AddRoundKey 35.0 8500 0.078095 289
SubNibble 25.0 8500 0.015622 89
RotateNibble 25.0 8468 0.015626 178
MixNibble 583 8624 0.0781302 264

The results of algorithms executed on Raspberry Pi 3
showed a different percentage of CPU and Memory. In this
implementation, the CPU percentage of AddRoundKey and
SubNibble were reasonably low compared to RotateNibble,
however, MixNibble had the highest percentage of all. The
results of the memory percentage increased towards the last
algorithm. However, the time used for each algorithm to
execute was different. The execution time of SubNibble and
RotateNibble were exactly the same. However, the execution
time of MixNibble was the highest amongst other algorithms.
The results of the original algorithms on Raspberry Pi device is
shown in Table 3.

TABLE III
THE EVALUATION OF ORIGINAL ALGORITHMS OF KLEIN
BLOCK CIPHER IN RASPBERRY PI 3

Algorithm CPU | Memory RAM Time Data

(%) (%) (KiB) | (Seconds) | (Byte)

AddRoundKey| 7.0 1.8 17268 | 0.141437 289
SubNibble 7.0 1.8 17292 0.065789 89
RotateNibble 9.7 1.8 172441 0.065367 178
MixNibble 16.0 1.8 173241 0.260921 264

The implementation of 3 S-box is a replacement for
MixNibble algorithm. Thus, the same amount of data has
been used to execute the algorithm in both devices. The
result for 3 S-box in Windows device showed higher CPU
rating when executed, the memory usage was at 8352 bytes,
the duration of execution took almost 0.05 seconds and the
data processed was 267 bytes. The results is shown in Table
4.

TABLE IV
THE EVALUATION OF 3 S-BOX IN WINDOWS COMPUTER
. CPU RAM Time Data
Algorithm (%) (KiB) (Seconds) | (Byte)
3 S-box 25.0 8352 | 0.0468690 267

The result for 3 S-box in Raspberry Pi showed high CPU
percentage when conducted, the memory usage was at
17076 bytes, the duration of the execution took almost

0.09 seconds and the data processed was 267 bytes. Table 5
shows the results.

TABLE V
THE EVALUATION OF 3 S-BOX IN RASPBERRY PI 3
Aloorithm CPU | Memory RAM Time Data
g (%) (%) (KiB) | (Seconds) | (Byte)
3 S-box 27.0 1.8 17076 0.088864 267

IV. DISCUSSION AND FUTURE WORK

The two approaches were performed on Klein
encryption with 64-bit key size. The experiment of these
approaches was conducted on two different devices to
simulate the results. The first experiment consisted of
analysing the software performance of the original
algorithms of Klein block cipher. Although the result for
each device had different percentages, each algorithm
produced similar results when executed on both devices.

In terms of the high CPU percentage of AddRoundKey
performed in Windows computer is due to the operation that
is handled. The XOR gate can have higher transistor than
other logical gates such as AND gate and OR gate [15]. A
similar effect has been recorded in MixNibble algorithm.
Since MixNibble applies the Rindael’s MixColumn from
AES, it multiplies two columns together and performs XOR
operation between each column [16, 17]. The difference of
CPU percentage of AddRoundKey and MixNibble is 49%
increase. A small increase of 1.45% of memory usage is
shown between the first and last algorithm. However, the
time of the execution of these algorithms are exactly the
same with 0.078 seconds. This shows that with the same
amount of time a higher CPU resource has been consumed.

In Raspberry Pi 3 device, the same experiment
performed to analyse the performance speed of each
algorithm. The records show similar results in Raspberry Pi
except for the CPU usage for AddRoundKey was not
overloaded as it did in Windows computer. This could be
due to the resource management of each device.
Nevertheless, MixNibble was recorded with the highest
CPU consumption out of other algorithms. The execution
time of AddRoundKey was higher than SubNibble and
RotateNibble. The reason the first algorithm had higher
execution time than second and third algorithms are due to
the data size being processed and the operation of the
algorithm itself. SubNibble and RotateNibble are
performing bit-wise operations while AddRoundKey 1is
performing XOR operation.

The second approach analysed the effect of 3 layers of
S-box based on software performance. This approach was
conducted on both Windows computer and Raspberry Pi 3
device. The result of 3 S-box on these devices showed high
execution of CPU, this was because the program had 3
XOR operations plus 3 sets of SubNibble algorithms. The
operation does consume higher resource at the initial point
however, the consumption of memory for both devices were
less than the results recorded for MixNibble algorithm. The
time that each took for execution were 0.05 and 0.09
seconds respectively. When 3 S-box (in Windows
computer) is compared with the MixNibble algorithm ran
in Windows computer, MixNibble had produced as twice as
much CPU. The amount of memory MixNibble used was
8624 Kilobytes and the amount of memory 3 S-



boxused was 8352 Kilobytes. A difference of 272 Kilobytes.
In terms of the time difference, there was a delay in
MixNibble algorithm of 0.0313 seconds.

In Raspberry Pi device, MixNibble algorithm was
executed 1.68% faster than 3 S-box. The memory usage for
3 S-box was achieved to execute with 248 Kilobytes faster
than MixNibble. Also, 3 S-box was able to achieve to
execute within 0.0172 seconds faster than MixNibble did.

The results recorded showed that 3-Sbox is not efficient
for CPU’s as they would have to run at higher rates forfull
rounds, however, in terms of memory usage, time efficiency
and implementation of cost, 3-Sbox has shown better
results.

In terms of the security level, 3 S-box provides some
security protection against side-channel attacks. This is
done by implementing 3 layers of S-box for bit-wise
operation. This is also provided by 3 XOR operations in
between each S-box.

Previous results have evaluated many lightweight
conventional cryptography schemes based on the
performance of the scheme and the memory consumption
[6]. These evaluations show the effect of software
performance for each block cipher for full iterations.
However, with the consideration of our study, the software
performance of Klein block cipher algorithms has not been
conducted. With close analysis of the trade-off between
performance and security, this study identifies the resource
consumption of each algorithm. Despite the security
strength of Klein block cipher, the performance of the Klein
block cipher with the new algorithm is improved. Reducing
the weight of the performance off WSN and IoT devices
improves the efficiency of the software. In other words, it
has less performance stress on the physical device and
allows more resources available for  security
implementation.

In future work, we plan to apply this experiment on new
approaches for increased security and less computational
overload. The two new approaches include analysing the
effect of logical gates in AddRoundKey, 3 S-box and
MixNibble algorithms for logical gates with less rate of
diffusion. Logical gates such as AND gate and OR gates.

For future work, the Klein block cipher is considered to
be programmed in C programming language. This language
is considered to have faster Read/Write to memory than
other high-end programming languages which causes for a
faster and more responsive software execution.

The implementation of these gates on 3 S-box could
reduce the CPU and memory consumption by reducing the
number of XOR gates [15].

The other approach is to increase the iteration of Klein
block cipher for enhanced security. The authors of [18]
shows the attack of key recovery on Klein-64 within 8
rounds out of 12. With increased iterations of Klein block
cipher and implementation of 3 S-box, it is possible to
overcome the security issue whilst keeping the memory
consumption low.
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