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Abstract. Speculative execution attacks affect all modern processors
and much work has been done to develop techniques for detection of as-
sociated vulnerabilities. Modern processors also operate on weak memory
models which allow out-of-order execution of code. Despite this, there is
little work on looking at the interplay between speculative execution
and weak memory models. In this paper, we provide an information flow
logic for detecting speculative execution vulnerabilities on weak memory
models. The logic is general enough to be used with any modern proces-
sor, and designed to be extensible to allow detection of vulnerabilities
to specific attacks. The logic has been proven sound with respect to an
abstract model of speculative execution in Isabelle/HOL.

1 Introduction

Speculative execution is a hardware optimisation in which the processor uses
latent processing cycles to continue executing instructions based on a predicted
value of an unevaluated expression, such as a branch condition. If the subse-
quent evaluation of the expression agrees with the prediction, the results of the
executed instructions are committed to main memory, otherwise they are rolled
back. This optimisation came to the forefront of computer security in 2018 with
the disclosure of two related security attacks, Spectre [24] and Meltdown [25].
These were followed by the publication of a number of other speculative execution
attacks [522/4191354234], each taking advantage of traces of the speculatively
executed code remaining in caches, and other micro-architectural features, after
roll-back.

While much has been done to detect speculative vulnerabilities in code [g],
most of this work has not considered additional hardware optimisations related to
a processor’s weak memory model [39)]. All commercial processors (x86 processors
of Intel and AMD, ARM processors, IBM Power, etc.) operate under a weak
memory model which, again to make use of latent processing cycles, allows out-
of-order execution of instructions. This out-of-order execution is constrained
on individual threads so that only syntactically independent instructions may
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execute out-of-order, thereby guaranteeing behaviour equivalent to the original
program order.

While many programmers can therefore ignore weak memory effects, those
utilising data races for efficiency (e.g., programmers of low-level code of operating
system routines or library components) cannot. In the presence of data races,
weak memory effects can result in behaviour not apparent in the code itself.
As we show in this paper, this can lead to additional speculative execution
vulnerabilities. To the best of our knowledge, we are the first to show that such
vulnerabilities are possible.

Early work on weak memory models and security includes that by Vaughan
and Milstein [41] (for the x86 weak memory model TSO) and Mantel et al. [27]
(for TSO, PSO and IBM-370). These papers highlight security violations that are
not detectable using standard approaches to information flow security. In [37/3§],
Smith et al. provide an information flow logic for the significantly weaker memory
models of ARMv8 and IBM Power processors. This approach builds on the work
of Mantel et al. [28] which uses a restricted form of rely/guarantee reasoning
[23/44] to allow reasoning to be done over one thread of a concurrent program at
a time. The approach is adapted to more general rely /guarantee reasoning on the
ARMv8 weak memory model by Coughlin and Smith [I3]. While this approach
has been automated using symbolic execution, its inherent complexity limits the
size of the programs that can be effectively handled. In further work by Coughlin
et al. [14/15], this complexity is significantly reduced via a general approach that
allows standard reasoning (assuming instructions execute in program order) to
be augmented with additional reordering interference freedom (rif) checks to
account for the effects of a given weak memory model. As well as being simpler
to apply, the approach is parameterised by the weak memory model and hence
can be applied to any currently available processor.

In this paper, we adopt the rif approach and use it with an information flow
logic developed specifically for detecting speculative execution vulnerabilities. In
Section 2] we provide a brief overview of Spectre-like attacks and show via an
example how weak memory effects can introduce additional speculative execution
vulnerabilities. In Section [3| we provide an overview of the work on which we
build: an existing information flow logic for concurrent programs [43] and the
aforementioned work on rif to capture weak memory effects [14]. Our logic for
detecting speculative execution vulnerabilities is presented and applied to our
example from Section [2]in Section [4f We compare our approach to the current
literature in Section [5] before concluding in Section [6]

2 Speculative Execution Attacks

Speculative execution has been liberally applied in processor design as chip-
makers seek to maximise performance. As a result, there are many sources of
speculation and hence many associated attacks. Canella et al. [6] taxonomise
speculative execution attacks and, in doing so, reveal additional avenues for
mistraining applicable to all such attacks.
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Spectre attacks [24] exploit deficiencies in the process of reverting incorrect
speculations. Although their primary effects are reversed, their microarchitec-
tural side-effects are reverted incompletely or not at all. Through timing side
channels, an attacker can trace these side-effects and infer information accessed
during the speculation — potentially exposing sensitive information and break-
ing traditional software isolation. Variants of Spectre differ in the root of the
speculation they exploit and also in the side channel they use to extract the
information. In this paper, we focus on Spectre-PHT, variant 1 reported in the
initial discovery of Spectre vulnerabilities by Kocher et al. [24].

2.1 Spectre-PHT

In Spectre-PHT, the source of speculation is a conditional branch. By mistraining
the pattern history table (PHT), an attacker forces the victim code to bypass a
bounds check, indexing an array out of bounds and potentially accessing sensitive
information. If that information is used to index another array, the array’s value
at that index is loaded into the cache. Since the cache line is not reverted when
speculation is cancelled, the sensitive information can be revealed by a timing
difference when accessing values of the array.

The typical Spectre-PHT gadget (from [24]) is shown below. If the second
line is speculatively executed when the guard in the first line is false, the value
of array1[x] multiplied by the cache line size (4096) is used to load a value of
array?2. After roll-back, a cache timing attack will reveal the cache line which
was used from which the value of array1[x] can be derived.

if (x < arrayl_size)
y := array2[arrayl[x] * 4096]

2.2 Spectre-PHT and Weak Memory

As well as speculative execution, multicore processors employ pipelining and su-
perscalar design to improve the efficiency of executed code. Several instructions
are evaluated simultaneously and may take effect in an order different to their
order in the program. These additional weak memory effects can largely be ig-
nored when code is either not concurrent, or is concurrent but data-race free.
However, these effects do need to be considered when writing efficient low-level
code for device drivers and concurrent data structures. Low-level programming
constructs, in particular fences, can be used to control instruction ordering where
required.

Consider a program in which a variable ¢ may hold sensitive information
whenever both of the lock variables, a and b, are non-zero indicating they are
held by a writing thread. Furthermore, neither a nor b change value once set to
0. In the example, we use a, b and ¢ for global variables shared between threads,
and r0 to r3 for thread-local registers. We use the notation [r] for dereferencing
the address held in register r.
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The reading thread below checks whether a is 0 before entering the branch.
The instructions before the if statement may take time leading to speculation
on the branch condition. In the branch, b and c are read and if b is 0, c’s
value is used as an offset from a non-sensitive base address in a subsequent read.
The check of b is done using a conditional expression which is not subject to
speculation. Hence, when ignoring weak memory effects, the code does not enable
a Spectre-PHT attack based on the final read: when speculatively executing the
branch when a is non-zero, the conditional expression evaluates to 0 when b is
also non-zero.

r0 := a;
rl :=rl =~ ri; // exclusive-or sets rl to O
if (r0 = r1)
r0 := b; // this line could reorder with the next
rl := c;
r2 := (r0=0) ? base + rl1 : 0;
r3 := [r2]; // Spectre attack enabled if r2 is sensitive

On all current microprocessors, however, the syntactically independent reads
of b and ¢ could be reordered leading to the following scenario. During specu-
lative execution of the branch, a sensitive value held in ¢ is read due to both a
and b being non-zero. A thread in the environment then sets ¢ to a non-sensitive
value and a and b to 0. Finally, b is read and, since it is now 0, the earlier
sensitive value of c is used in the final read.

It is precisely such vulnerabilities that this paper aims to detect. Weak mem-
ory reasoning or speculative execution analysis alone would not reveal the issue.

3 Background

Our information flow logic for detecting Spectre-style vulnerabilities builds on
the existing information flow logic of Winter et al. [43]. That logic introduces
proof obligations during weakest precondition (wp) reasoning [I6/17] to detect
insecure information flow: the failure of such a proof obligation implies it is
possible for sensitive information to leak to a variable accessible by an attacker.

The logic is sound with respect to the standard notion of non-interference
[19] where the values of variables with a particular security classification are not
influenced by the values of those with higher classifications. Hence, an attacker
who can observe the former cannot deduce anything about the latter. This has
been demonstrated in Isabelle/HOL over a programming language introduced
in [43] with an extension to support simple array operations.

The logic also supports value-dependent security policies which enable a vari-
able’s security classification to change as the program executes [26/30/32], and
thread-local analysis of concurrent code using rely/guarantee reasoning [23J44].
It does not, however, support reasoning on weak memory models. Hence, in
this paper we also employ the notion of reordering interference freedom (rif)
checks [14] to detect additional vulnerabilities due to weak memory. As detailed
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in [T4U15], rif is readily customised to different processor architectures. It has
also been automated and shown to be sound both on a simple while language
and an abstraction of ARMv8 assembly code using Isabelle/HOL.

3.1 Weakest Precondition Based Information Flow Reasoning

As is standard in information flow logics, Winter et al. [43] define the security
levels relevant to a program as the elements of a lattice (L, C) where each pair
of elements a,b € L has a join, i.e., least upper bound, denoted by a U b, and
a meet, i.e., greatest lower bound, denoted by a M b. The top of the lattice T
represents the highest security classification, and the bottom L the lowest.

A weakest precondition logic traditionally captures, at each point in a pro-
gram, the weakest predicate needed to maintain correctness from that point in
the code. To additionally capture information flow, the wp;; logic defined in [43]
includes for each variable v an additional variable I, (of type L) denoting the
security level of the information currently held by the variable.

Variables are partitioned into global variables, which can be accessed by more
than one thread, and local variables which cannot. In a secure program, for
all global variables the security level of the information it holds is less than
the variable’s security classification. The latter, denoted £(v), is a conditional
expression that evaluates to a value of type L depending on the current program
state, i.e., its classification may depend on other variables referred to in this
context as control variables. Formally, a global variable in a secure program
always satisfies I, C L(v). That is, variables never hold information at a higher
security level than their classification, ensuring non-interference. Local variables
are not accessible by an attacker, and thus may hold information at any security
level. Hence, their security classification is by default the top of the lattice.

When checking whether a particular line of code can leak information, it is
assumed that the program is secure up to that point. Hence, for global variables
I'; N L(z) is used to denote the security level of the information in variable z.
When it is not possible to deduce I, from a program’s code, e.g., when z has
been assigned to an input, the meet in this expression ensures that its value will
not exceed L(z).

The security level of an expression e in terms of local variables and liter-
als, denoted I'g(e), is defined as the join of the security levels of the variables
to which e refers. That is, I'n(e) = L]Teyars(e) I'. where vars(e) denotes the
variables occurring in e.

As an example, the wp;; rule for an assignment to a global variable z := e
replaces each occurrence of variable z with expression e in the post-state (), and
each occurrence of I, with I'y(e) (denoted Q[z,I;\e,I'g(e)]). Additionally, a
proof obligation is added to @ to ensure that this change does not violate non-
interference. This amounts to checking that

(i) the security level of e is not higher than the security classification of z, and

(ii) since z’s value may affect the security classification of other global variables,
for each such variable y, y’s current security level I’y does not exceed its
updated security classification with e in place of z.
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wpir(z:=e,Q) = Qlz,I;\e,I'5(e)] NI'g(e) T L(z) A
(Vy- Iy NL(y) T L(y)[z\e])

Note that if y is not dependent on z, then L£(y)[z\e] simplifies to £(y) making
the final proof obligation trivially true.

To analyse a thread within this framework, we would start with the predicate
true holding after the program and step backwards through the code, transform-
ing the predicate (from @ to Q') with Q' = wpis(a, Q) for each instruction «.
A true postcondition is used since we are focussed on information flow security
(whose proof obligations are introduced by the logic) and not functional correct-
ness (which would require a postcondition). The proof obligations added by the
wp;y transformer at each step have been proven to ensure non-interference, i.e.,
that sensitive information is not leaked [43].

3.2 Extending with Rely/Guarantee Reasoning

To support reasoning about threads in a concurrent program, the wp;; logic is
extended with rely /guarantee reasoning [23/44]. Each thread has a rely condition
R and guarantee condition G. The rely condition is a reflexive and transitive
relation on states that abstractly captures changes that the environment may
make to global variables. The guarantee condition is a reflexive relation on states
that abstractly captures changes to global variables that the thread itself is
allowed to make. Both conditions are expressed in terms of global variables x
and z’, the latter representing the variable in the post-state of the relation.
For each instruction a which updates global variables, the corresponding
wpys rule is updated to include a proof obligation guar(G,a) which captures
the conditions under which executing « will ensure G. Additionally, all rules are
updated with a proof obligation that their other proof obligations are stable, i.e.,
cannot be falsified, under R. Given P comprises wpis(a, Q) and guar(G, «) if
applicable, stability of P is defined as stableg (P) = P A (V glb’ - R = P’) where
glb’ is the list of post-state global variables, and P’ is the predicate P with all
global variables z replaced by z’. The resulting logic is referred to as wpf;G.

3.3 Reordering Interference Freedom

To take into account instruction reordering due to executing on a weak memory
model it is sufficient to check that such reordering cannot invalidate the logic’s
outcome for a particular program. To do this, we employ the reordering interfer-
ence freedom (rif ) approach of Coughlin et al. [14]. This approach covers most
modern processor architectures (such as x86 and ARMv8) and can be extended
to cover all others as shown in [I5]. Essentially the approach checks, for every
pair of reorderable instructions, « and [, that executing the instructions in the
reverse order does not introduce new behaviour. Reorderable instructions are
defined in terms of the specific hardware memory model, e.g., TSO, ARMvS,
based on the approach of Colvin and Smith [I0].
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For instructions « and f3, let 3’ < a < 3 be the predicate that 8 may reorder
before o where it is executed as 8’ (changes to 8 are due to the possibility of
forwarding values from a later write instruction to an earlier read [I0]). Given
the rely and guarantee conditions under which a and f execute, we define

rifs(e, ) =V Q - wpf(a; 8, Q) = wpf9 (s, Q)

which expresses that the order of execution of a and S does not affect the security
of their execution. This extends to programs p such that

rif(p) = Va,Bep- (8 <a=<pB)=rifa(a, ).

The rif approach is sound because it is defined over all possible post-states
Q. Hence, all traces (arising from different sequences of reorderings) under which
a reordering could occur are taken into account.

The approach separates the inter-thread interference (using rely /guarantee)
from the intra-thread (reordering) interference (using rif). That is, rif is thread-
local. For a thread with n instructions, the worst case is that every instruction
can reorder giving us n(n — 1)/2 reorderable pairs (significantly less than the n!
traces that such reordering would introduce). Note also that this worst case is
extremely unlikely. Instructions which refer to the same variable are not generally
reorderable.

Pairs of potentially reorderable instructions can be identified via a dataflow
analysis, similar to dependence analysis commonly used in compiler optimisa-
tion. We have previously provided such an automation for both a simple while
language and an abstraction of ARMv8 assembly code using Isabelle/HOL [14].

4 Information Flow Logic

Our approach to extend the logic of Winter et al. [43] with speculation is to
develop a weakest precondition transformer, wps, which operates over pairs of
predicates (Qs, @). The predicate @, (resp. @) represents the weakest precondi-
tion at that point in the program, assuming the processor is speculating (resp.
is not speculating).

Furthermore, proof obligations within @; must distinguish between two ver-
sions of each global variable: base variables (those in the global state visible to
all threads), and frame variables (those in the local speculation frame of this
thread only). While speculating, writes and subsequent reads of global variables
will only access the frame variables. Reads of global variables without a previ-
ous write during speculation will access the base variables. Other threads will
concurrently read and write to the base variables. Within @,, we denote base
variables with a b superscript so that predicates in terms of them will not be
transformed by wp, over speculative instructions.

Conceptually, wps can be understood as two wp transformers, one for the
speculative case and one for the non-speculative case, running in parallel over
each instruction. For a program to be secure, its precondition must imply the
non-speculative weakest precondition. The speculative weakest precondition is
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merged into the speculative one at each branching point. This framework enables
reasoning about speculation, even nested speculation, in a manner very similar
to ordinary wp reasoning and with minimal added complexity.

4.1 Weakest Precondition with Speculation

For ease of presentation, we define wps over the instructions of a high-level
programming language representing assembly programs (as in [10]). The syntax
of an instruction, o, and a program, p, is defined as follows.

a == skip| r:=e|r:=xz|z:=e|fence|leak e
p == «l|p;p]|ifbthen pelse p | while b do p

where r is a local variable, z is a global variable, b a Boolean condition and
e an expression. Both b and e are in terms of local variables and literals only,
reflecting the use of registers for these values in assembly code. The language
includes a fence instruction which prevents reordering of instructions and also
terminates current speculative execution. A special ghost instructionﬂ leak € is
inserted into a program to indicate that the following instructions are a gadget
that leaks information through a micro-architectural side channel when executed
(speculatively, or otherwise).

Before analysing a program with our logic, we insert leak instructions before
each gadget of interest during a pre-pass over the code. Since typical gadgets
can be detected syntactically, this is a straightforward task to mechanise. The
expression e of the inserted leak instruction is based on what information leaks
when the gadget is used in an attack. For the example of Section [2.2] where the
memory access [r2] would leak r2, e would be r2. After this pre-pass the code is
analysed using our logic to determine whether the information leaked is possibly
sensitive and hence the gadget causes a security vulnerability. Note that not all
code conforming to the syntactic form of a gadget will enable a successful attack
on sensitive information.

Since the pre-pass can be customised for different gadgets, the overall ap-
proach can be adapted to a variety of attacks, including new attacks as they are
discovered. We discuss adapting the approach for a number of existing specula-
tive execution attacks in Section [£.5

The rules for our speculative execution logic wp, build on those of wp;; [43].
We extend them with rely /guarantee reasoning in Section A formal proof in
Isabelle/HOL of the soundness of the resulting rules with respect to an abstract
semantics of speculative execution [11] is available online [12].

Skip: A skip instruction does not change the (Qs, @) tuple.
pr(Skipﬂ <Qsa Q) = <Qs7 Q>

Local assignment: Local variables may hold information at any security level and
cannot be used as control variables. Hence, we do not need the proof obligations

L' A ghost instruction is not part of the actual code and is used for analysis purposes
only.
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of global assignments detailed in Section [3.1] For assigning an expression e to a
local variable, we have

pr(r =e, <st Q>) = <QS[7’7I‘T\67FE(6)L Q[T,FT\67FE(6)]> :

For assigning the value of a global variable z to a local variable, r := z,
we need to modify the weakest precondition in the speculative state. Since we
do not know whether a load of z during speculation is of a frame variable or a
base variable (which is subject to interference from other threads) we need to
consider both cases. Let glb be the list of globals, i.e., all global variables z and
their associated I, variables. For the case where the load is of the base variable,
we replace each y € glb with y”. This ensures the predicate is not transformed
by speculative assignments as we reason backwards through the code. It is only
transformed by the assignments of other threads via the rely condition (as will
be described in Section 4.2), and so remains consistent with the actual values
and classifications of globals in terms of the base variables (which are shared
with other threads).

To ensure in the reasoning that the correct case is used, we distinguish the
cases by qualifying them with whether x has been written to during the spec-
ulation and hence is defined in the frame, or not. To do this, we introduce a
ghost variable x4y which is true when z is defined within the frame, and false
otherwise. When z is defined by an earlier write during speculation (and hence
the later load was from the frame) then zq; will be set to true (see the global
assignment rule below). This will cause the base case to be ignored, leaving just
the frame case.

If, on the other hand, there is no such earlier write to z, both cases reach
the start of speculation where z4.; will be set to false (see the if and while rules
below). This will cause the frame case to be ignored, leaving just the base case.

Formally, we have

is(r =z, <QS7 Q>) = <($def = QS[T,FT\.’E,FID A
(= Zaer = Qs[r, [ \2, I 11 L(x)[glb\ glb"])),
Qlr, [ \z, [, N L(z)]).

where glb® is the list glb with each element y replaced by y°. Note that in the
base case of the speculative precondition all globals y are replaced by y°. This
ensures that they refer to the values of the base variables. In the frame case, on
the other hand, z and I, refer to the frame variables and will be transformed
by wps over earlier speculative assignments.

Global assignment: An assignment to a global variable z := e sets T4 to true
and replaces each occurrence of variable z and I'; with expression e and security
level I'g(e), respectively, in both s and @. Additionally, in the non-speculative
case we have the proof obligations of wp; described in Section @ The specu-
lative case does not have these proof obligations. Since a speculatively executed
assignment does not write to memory, it has no effect on the classification of
other variables.
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wps(z = €,(Qs, Q) = (Qs[z, Iy, Taes \ €, ['r(e), true],
Qlz, I \e, I'g(e)] AN Ig(e) T L(z) A
(Vy- Iy L(y) T L(y)[z\e]))

Fence: The fence instruction terminates any current speculative execution. Hence,
any proof obligations in the speculative state beyond the fence do not need to
be considered at the point in the program where a fence occurs. @ is therefore
replaced by true and @ is unchanged.

wp, (fence, (Qs, Q)) = (true, Q)

Leak: The instruction leak e leaks the value of expression e via a micro-architectural
side channel, introducing a proof obligation into both @, and Q.

wps (leak €, (Qs, Q)) = <Qs ANTlg(e)=1, QANTg(e)= J_>

where L denotes the lowest value of the security lattice. Requiring that the leaked
information is at this level ensures that the attacker cannot deduce anything new
from the information, regardless of the level of information they can observe.
Sequential composition: As in standard wp reasoning, sequentially composed
instructions transform the tuple one at a time.

is(pl y P2, <Qsa Q>) = wps(pla wps(p27 <Qs, Q>))

If-then-else: In general, an if statement might occur within a speculative context
(when nested in or following an earlier if, for example). The branch that is
followed speculatively is, in general, independent of that actually executed later.
Hence, the speculative proof obligations from both branches are conjoined to
form the speculative precondition.

Additionally, given that the if statement might initiate speculation, the specu-
lative proof obligations need to be merged into the non-speculative precondition.
We do this by (i) setting z4¢¢ for all global variables z to false in the speculative
precondition, leaving just the base case, and then (ii) renaming each global y°
to y so that the resulting speculative precondition ¢); can be conjoined with the
non-speculative precondition Q.

Finally, a proof obligation I's(b) = L is added to the non-speculative precon-
dition. Such a proof obligation is common in information flow logics for concur-
rent programs since the value of b can readily be deduced using timing attacks
on such programs [31I37]. It is not necessary to also check this proof obligation
in the speculative case whose purpose is to detect vulnerabilities that are not
detectable in the non-speculative case.

With <Q817Q1> = wps(p17<QS7Q>) and <Q827Q2> = wps(p2,<Qs;Q>)a we

have

wps (if b then py else pa, (Qs, Q)) =
(Qs1 N Qs2, Tp(b)=LA(b= Q)A(mb= Q2) A
(Qs1 A Qs2)[glb’, dy, ..., dy\glb, false, ..., false] ) .
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where glb® is the list glb with all elements y replaced by 3°, and dj, .., , d, is the
list of introduced ghost variables of the form zgs.

While-do: Similar to standard wp reasoning, we can soundly approximate the
weakest precondition of a loop by finding invariants which imply our speculative
and non-speculative postconditions, s and (when the loop guard is false) @,
and which are maintained by the loop body (when the loop guard is true in the
non-speculative case). As with the if rule, a proof obligation I'z(b) = L must
hold in the non-speculative case.

wps (while b do p, (Qs, Q)) = (Invs, Inv)

where Inv, = Q, and Inv = I'y(b) = L A Inv,[glb®, dy, ..., d,,\glb, false, ..., false]
and Inv A = b = @Q, and given wps(p, (Invs, Inv)) = (Ps, P), then Inv, = P;
and Inv A b = P. Like the if rule, the while rule copies the proof obligations in
the speculative precondition to the non-speculative precondition, and maintains
those in the speculative precondition in case the loop is reached within an existing
speculative context.

4.2 Rely/Guarantee and Reordering

Given (Ps, P) = wps(a, (Qs, Q)), we account for a thread’s rely and guarantee
conditions, R and G, by ensuring that P, and P are stable, i.e., cannot be
made false under changes allowed by R, and that «’s effects on global variables
satisfy G.

For P;, frame variables y will be unaffected by the environment whereas base
variables y” represent the actual globals and will be subject to environmental
change. P, therefore, needs to be stable under idg; A R[glb\ glb"] where idgip
equates each y € glb with ¢/, and glb® is the list glb with all elements y renamed
to yb.

The guarantee G need only be considered for global assignments z := e as
these are the only instructions that affect the shared environment. For such
assignments, we require that G holds in P when e is used in place of z’, and y
is used in place of y’ for all other variables, i.e., these variables are unchanged
by the assignment. This is not needed for Py, as globals are unchanged when
executing speculatively.

Given glb’ (resp. glb”') is the list glb with each element y replaced by 3’ (resp.
y°"), and (Py, P) = wp,(a, (Qs, Q)), we define wpl© for instructions as

wpFC (e, (Qs, Q)) = ( Py A (Y glb, glb’ - idyy, A R[glb\glb*] = P.),
PAGENA (Vglt - R = (P AGY)[gib\glb']))

where G¢ is defined as G[z'\ e][glb"\ glb] when « is z := e and as true for all other
instructions.

For program structures, e.g., sequential composition, wpf'¢ is defined equiv-
alently to wp,, with all recursive invocations replaced with wp®% and all loop
invariants stable under R.
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4.3 Reordering Interference Freedom

Once a thread of our program has been proven secure with the logic wp/*@,
we separately check reordering interference freedom (rif ). This will uncover any
problems due to reordering interference such as that in the example of Sec-
tion For reasoning over state tuples of the logic wpsRG, we define rif, as

T‘Z'fa((l,ﬁ) = v QS7 Q : prRG(a;ﬁ, <Qsa Q>) = wpsRG(ﬁl;aa <Qsa Q>)

where (Qs1, Q1) = (@s2, Q2) is defined to be (Qs1 = Qs2) A (Q1 = Q).

4.4 Example Revisited

Applying wpfY to the example of Section results in a weakest precondition
of true, revealing no security vulnerability as expected when weak memory is
not taken into account. A rif check, however, reveals that the reordering of the
syntactically independent instructions r0 := bandrl := ccanlead to different
behaviour, indicating that the program may be insecure.

We investigate this possibility by applying wpf® to the example with the
instructions reordered in Fig. [1l We customise I'g so that I'g(r"r) = L given
that the result of this expression will always be 0, and I'y(e ? ¢t : f) = I'g(e) U
(if e then I'g(t) else I'g(f)) to reflect that the security level of the expression
will depend on just one of ¢ or f. To improve precision, such customisations
would be built into the logic for expressions in the given programming language
to which it is applied.

Welet R=(a=0=4a"=0)A(b=0= b"=0) to capture that once either
a or b is zero it never changes. £(a) and £(b) are L (the lowest security level)
in any state, and £(c¢) is L whenever a = 0V b = 0. Where two predicate pairs
appear between lines of code, the upper one is a simplification of the lower. Since
there are no writes to global variables in the branch, for presentation purposes
we have only included those predicates in the speculative states corresponding
to all global variables being identified with the base variables (other predicates
are replaced with ...).

None of the instructions change global variables, and hence there are no
guarantee checks. Stability checks are required, however, for those predicates in
terms of globals. The conjunct I,y = L above the line r0 := b is introduced as
there are no states in which the predicate b # 0 is stable, i.e., b =0= [} = L
is stable only when I, = L.

Since a and b do not change when they are 0, and ¢ does not hold sensitive
information when a or b are 0, the predicate I'. = 1. Va =0V b =0 (above
the line r1 := c) is stable when ¢ = 0 V b = 0. Similarly, for the speculative
predicate FCb =1 Va =0Vb =0. Also, the predicate 710 = r1l = a = 0 V
b = 0 (above the line if (r0=r1)) is stable when a =0V b = 0.

The calculated weakest precondition at the beginning of the example code is
a =0V b =0, indicating that the code is only secure when both locks are not
held. Therefore, the checks of a and b do not have the effect that the programmer
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(.a=0VDb=0)

r0 := a;
(vsIvo=LA(a=0Vb=0))
ri:= r1'ri;

<...7FT0|_|FT1:J_/\(G,:0\/b:0)>
(o ITE(r0=rl)=LA(0=7r1=a=0Vb=0)A(a=0Vb=0))
if (r0 = rl)
(.../\(ﬁbdef /\ﬁcdef:>ab:0\/bb:0),a:0\/b:0>
(o A (R baes A = caey = Plglb\glb"]), P)
where P=(I.=1Va=0Vb=0A(a=0Vb=0)
rl := c;
< N (ﬁbdef =1 = L),FTl = L>
(c. A (mbaey = P[glb\glb"]), P)
where P= 1, ML) =LA(b=0=>Tn=1L)ATmn=1
r0 := b;
< To—J_/\(T‘O:O:>FT1:J_),FT0:J_/\(T0:0:>FT1:J_)>
(I'e((r0 =0)?base +r1:0)) = L, I'g((r0 =0)? base + r1 : 0) = L)
r2 := (r0 = 0) ? base + rl : 0;
<F7‘2 _J—7FT2 :J—>
leak(r2);
(true, true)
r3 := [r2]
(true, true)
else
(true, true)
skip
(true, true) where glb® is the list glb with all elements y replaced by 3°.

Fig. 1. Applying wpZ% to a reordering of the example from Section

intended. The check on b fails due to the reordered loads on ¢ and b, whereas the
check on ¢ fails due to the incorrect speculation of the branch if (r0 = ri1).
The latter is evident in its precondition constraining a = 0 V b = 0 regardless of
the branch condition. Since not taking into account either instruction reordering
or speculation would be sufficient to establish a = 0 V b = 0 (resulting in the
weakest precondition being true), this vulnerability can only be identified by
considering both.

4.5 Discussion

The use of leak instructions in our logic means we can readily customise it to de-
tect various speculative execution vulnerabilities. For example, to detect Spectre
variant 1 vulnerabilities, we would extend the logic with arrays (as was done for
the Isabelle/HOL encoding of wp, [43]). The expression e of the leak instruction
would be the value used for the final read in the standard gadget (see Sec-
tion [2.1)). This simple extension of the logic would also allow us to detect (i)
BranchSpec vulnerabilities [9] where a sensitive value from a speculative array-
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out-of-bounds access is used as a branching condition, and (ii) vulnerabilities to
the data variant of the PACMAN attack [34]. During speculation, this attack ob-
tains a sensitive value related to a Pointer Authentication Code (PAC), a recent
security feature of ARM processors. It then performs a load using this sensitive
value as the address to make the value accessible to the attacker (via a cache
timing attack) after the speculation.

On the other hand, the instruction variant of PACMAN relies on a specu-
latively executed indirect branch to a sensitive address. Indirect branches could
also be incorporated as in the weakest precondition calculus in [2]. A proof obli-
gation that such a branch is only taken on values with security level 1 could
then be added to the speculative precondition of the branch.

Ren et al. [35] describe two gadgets relying on a sensitive value accessed dur-
ing speculation being leaked by the micro-op cache of Intel and AMD processors.
These gadgets are based on function calls, and fetches of indirect branches. The
latter allows bypassing of a fence intended to stall speculative execution. To de-
tect related vulnerabilities, we would need to further extend our programming
language with function calls, and change the fence rule to allow later instructions
to be “fetched” but not executed.

As well as Spectre-PHT, the initial paper by Kocher et al. [24] describe
Spectre-BTB (or variant 2), which targets the branch target buffer used by the
processor to predict destinations of indirect branch instructions. Compared to
Spectre-PHT, this is more powerful. Any indirect branch is potentially vulner-
able, and an attacker’s mistraining can direct speculation towards a convenient
gadget anywhere in the program or library code. Detecting such gadgets may still
be possible in our approach if used in conjunction with recent compiler-based
mitigations, Serbeus [29] or Switchpoline [3], which vastly reduce the poten-
tial target addresses of indirect branch instructions. This also applies to other
approaches based on a speculative indirect branch (call, jump or return) to a
gadget, such as SMoTherSpectre [4] and RETBLEED [42].

5 Related Work

Cauligi et al. [8] provide a comprehensive overview of existing semantics and
tools aimed at providing formal reasoning about speculative execution. Only 7 of
the 24 papers they examine consider out-of-order execution. These either model
the mechanism for instruction reordering directly (in terms of a multi-stage
fetch-execute-retire pipeline) [7I20J2T40], or capture the effects of instruction
reordering via higher level abstractions: reordering relations |11, pomsets [18]
and event graphs [33].

The former provide more precise characterisations of the hardware and hence
the potential to detect a wider variety of vulnerabilities than more abstract ap-
proaches. However, such detailed models also add complexity to the verification
task. For this reason, all of these models support analysis on only a single thread,
and hence are unable to detect the kinds of leakage illustrated by our running
example from Section
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The abstraction-based approaches of Disselkoen et al. (based on pomsets)
[18] and Ponce de Leon and Kinder (based on event graphs) [33], use intra-
and inter-thread relations between instructions to capture instruction ordering
in concurrent programs (unrelated instructions can be reordered). The inter-
thread relations are necessary for these approaches, but preclude thread-local
reasoning. Instead, reasoning is over individual executions of a full program.

Our approach builds directly on the abstract semantics of Colvin and Win-
ter [IT]. That paper introduces the idea of a speculative context that operates
on a fresh copy of the program state, which is key to our approach. It mod-
els out-of-order execution via a relation capturing which pairs of instructions
in a given thread can reorder. Since the relation only imposes intra-thread con-
straints, the semantics can be used in a thread-local analysis, avoiding analysis
over the exponential explosion of behaviours possible due to interleaving in a
full concurrent program. The rif approach we adopt from [14] also uses such a
reordering relation enabling our thread-local approach.

We extend the semantics of [I1] with an information flow logic which defines
the capabilities of an attacker in terms of which parts of memory they can
observe, and their ability to observe control flow (via timing). The latter, in
particular, is listed as an open problem by Cauligi et al. [8] for semantics based
on abstractions of out-of-order execution.

6 Conclusion

In this paper, we have shown how information leakage can occur due to a com-
bination of speculative execution and out-of-order execution, both of which are
features of modern processors. To the best of our knowledge, this is the first
paper to demonstrate that such a leak is possible. To enable detection of such
leaks, we have developed a novel information flow logic using weakest precon-
dition reasoning over a tuple of states comprising the actual and speculative
states of the program. For scalability, the logic supports thread-local reasoning,
and a notion of reordering interference freedom (rif ), both of which significantly
reduce the number of behaviours that must be analysed: the former allows us
to abstract from concurrent interleaving of threads in a program, and the latter
allows us to replace reasoning over behaviours resulting from instruction reorder-
ing by pair-wise checks over reorderable instructions. Our logic has been proven
sound with respect to an abstract semantics of speculative execution [I1I] using
Isabelle/HOL [12].

Our future goals include mechanising the information flow logic in the auto-
active program verifier Boogie [I]. This will build on an existing encoding of
information flow and rely/guarantee reasoning in Dafny [36], and require a way
to support our novel representation of program state as a tuple of speculative
and actual state spaces.
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