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Abstract 
 

Medical images in digital form must be stored in 
a secure way to preserve stringent image quality 
standards and prevent unauthorised disclosure of 
patient data. This paper proposes a multiple water-
marking method to serve these purposes. A multiple 
watermark consists of an annotation part and a frag-
ile part. Encrypted patient data can be embedded in 
an annotation watermark, and tampering can be de-
tected using a fragile watermark. The embedded pa-
tient data not only save storage space, it also offers 
privacy and security. We also evaluate the images’  
visual quality after watermark embedding and the 
effectiveness of locating tampered regions. 

1. Introduction 

As we move into the digital era, patient records in 
hospital environments can be stored in electronic media. 
This is made possible with more mature and reliable 
technologies in information and communication tech-
nology (ICT). Confidentiality, integrity, and authenticity 
are the mandatory security requirements of medical in-
formation. Medical images in digital form must be 
stored in a secured environment to preserve patient pri-
vacy. It is also important to prevent unintentional distor-
tion and malicious modifications on the image’s percep-
tual quality. To achieve these objectives, digital water-
marking techniques can be employed. 

Although medical imaging is a matured field, the ap-
plication of watermarking technologies in medical im-
ages is rather new. Furthermore, hybrid systems that 
combine fragile and robust watermarks had been ex-
plored by a relatively small group of researchers for 
medical images. To date, little research works have been 

published on such hybrid systems for medical images, 
and there is room for improvement. The main reason 
behind such scenario could be due to the stringent qual-
ity requirements of medical images. For example, the 
Health Insurance Portability and Accountability Act 
1996 (HIPAA) in the United States sets out healthcare 
data security guidelines [1]. Typically, watermarks em-
bedded in medical images must not cause any visual 
artefacts that may affect the interpretation by medical 
doctors. Also, patient information embedded must be 
detected and recovered in an accurate manner. 

Multiple watermarks that consist of an annotation 
part and a fragile part can be used to serve multiple pur-
poses. For example, the annotation part can store patient 
information in a secure and private way, and the fragile 
part can detect tampering. Furthermore, the embedding 
information helps to reduce storage space of digital con-
tents [2]. For instance, the annotation watermark elimi-
nates the need to store plain text of patient information 
on addition files. 

This paper proposes a multiple digital image water-
marking method which is suitable for privacy control 
and tamper detection in medical images. The annotation 
watermark can be detected in a blind manner, i.e. the 
original un-watermark image is not required to detect 
the annotated watermark. In addition, the fragile water-
mark can detect general image manipulations such as 
image compression, noise insertion, and copy attack [3]. 

Storage space reduction provided by the robust wa-
termark is measured in bits. The effectiveness of locating 
tampered regions using the fragile watermark is investi-
gated. Images quality after watermark embedding is 
measured in weighted peak-signal-to-noise-ratio 
(WPSNR). The proposed watermarking scheme would 
be suitable for use in a hospital environment. 



2. Multiple watermarking approach 

Robust digital image watermarks are suitable for 
copyright protection because they remain intact with the 
protected content under various manipulative attacks. 
The annotation watermark can take the robust form in 
order to preserve data integrity. Annotation information 
can be patient name, hospital name, date and time of 
imaging process, and image dimension. On the other 
hand, the fragile watermarks are good for tamper detec-
tion. 

Wakatani [4] proposed a watermarking method that 
avoids embedding watermark in the region of interest 
(ROI). Although it preserves the image quality in that 
region, the major drawback is the ease of introducing 
copy attack on the non-watermarked regions. In contrast 
to that method, we propose to embed a fragile watermark 
that covers the entire central region of an image. This 
way, tampering in small regions can be located easily. 

Giakuomaki et al. [5] proposed a wavelet-based wa-
termarking scheme to embed multiple watermarks in 
medical images. Although the scheme offers medical 
confidentiality and record integrity, the visual quality of 
watermarked images can be improved to achieve higher 
PSNR values. 

Another approach is to create a virtual border by in-
serting extra line of pixels around image borders in order 
to embed watermarks within it [6]. This approach in-
creases file size and storage space. Such approach is in 
contrast to space saving objective of watermarking. In 
addition, the absent of a fragile watermark makes it vul-
nerable to tampering. 

We propose a multiple watermark system as shown 
in Figure 1 below. The annotation watermark and the 
fragile watermark are embedded separately into different 
regions of the image. 

 

 
Figure 1. Multiple watermark embedding. 

 

2.1 Annotation watermark for privacy control 

To provide data security and patient privacy, patient 
information can be encrypted and embedded into an an-

notation watermark. In addition, the identity of the 
medical practitioner involved in the imaging process can 
be digitally signed using a digital signature which is 
then embedded into the annotation watermark for au-
thentication. 

The annotation watermark is embedded into the bor-
der pixels of the image using a robust embedding 
method proposed in [7]. A watermark message is ar-
ranged in a frame pattern as illustrated in Figure 2. 
Then, it is embedded using a linear additive method into 
the three high pass bands of discrete wavelet transform 
(DWT) of the original image borders. This is carried out 
at the first level of the DWT sub-bands. An inverse 
DWT is performed on the marked coefficients to obtain 
the marked image border. This is depicted in Figure 3. 
Although the illustrations use fixed size borders for a 
square image, the proposed method can be easily adapted 
to rectangular images of any sizes. 

 

 
Figure 2. Annotation watermark arranged  
in frame pattern. 

 

 

 
Figure 3. Image borders used in annota-
tion watermark embedding. 

 



2.2 Fragile watermark for tamper detection  

The integrity of the medical image can be authenti-
cated using a fragile watermark. Tampering on the im-
age can be detected by examining the tiled fragile wa-
termark patterns. 

The fragile watermark is embedded into the central 
region of the original image using the least significant 
bit (LSB) method. Note that we took the image borders 
for annotation watermark embedding. A binary water-
mark pattern is tiled to cover the whole image, and its 
binary pixel values are used to overwrite the correspond-
ing LSBs of the cover image pixels. Figure 4 gives an 
example of the process using X ray image of the chest. 

 
Figure 4. Fragile watermark embedded into 
central region of an X ray chest image. 

 

After the annotation watermark and fragile water-
mark are embedded, the two parts are combined to form 
a complete multiple-watermarked image. See Figure 5. 

 

 
Figure 5. Multiple-watermarked image. 

 

2.3 Watermark detection 

For watermark detection, the annotation watermark 
and the fragile watermark are detected separately, simi-
lar to their embedding steps. The detection of annotation 
watermark takes a few steps similar to its embedding 

process. Firstly, the border of the watermarked image is 
decomposed into its DWT sub-bands. Then, the correla-
tion value is calculated using the three high pass band 
coefficients. Finally, the calculated value is compared 
with a dynamically computed threshold value to deter-
mine successful watermark detection [7]. The fragile 
watermark is detected using a simple LSB detection 
method. The LSBs of each pixel in the watermarked 
image is read to form the tiled binary watermark pattern. 
Figure 6 shows the correctly tiled fragile watermark de-
tected in the central region of the image, and the annota-
tion watermark patterns around the image borders. 
 

 
Figure 6. Fragile and annotation watermark 
patterns detected without attacks. 

 

3. Analysis of experimental results 

Three types of medical images that represent soft tis-
sues and hard tissues characteristics were used in the 
experiment, i.e. X ray image of the chest, MR image of 
the skull, and CT image of the brain. See Figure 7. 

3.1 Visual quality of watermarked images 

The visual quality of watermarked image is measured 
in weighted PSNR (WPSNR) because it is generally 
more accurate than PSNR [8]. A test on X ray chest im-
age provided very good imperceptibility of 60.78dB, well 
above the 50dB benchmark. The annotation part and 
fragile part were detected correctly. 

CT brain image gives WPSNR of 60.80dB, and the 
MR of the skull gives WPSNR 60.70dB. Figure 7 pro-
vides a visual quality comparison between the original 
and the watermarked images. 

 



 

 
 

 
 

 
Figure 7. The test image and its multiple watermarked image with its respective WPSNR: from 
top to bottom are X ray image of the chest, MR image of the skull, and CT image of the brain. 

 
 

 

 



3.2 Tamper detection using the fragile water-
mark 

Some of the general image manipulations were per-
formed as attacks to evaluate the effectiveness of the 
fragile watermark. These attacks are easy to perform 
using off-the-shelf image processing software, and they 
pose a significant threat to the integrity of medical im-
ages. The effects of these attacks are hard to be identi-
fied by human eyes. Fortunately, it can be detected us-
ing the fragile watermark. The attacks are tabulated in 
Table 1. 

Table 1. General attacks on fragile watermark 

No. Attack Descriptions 

1 Noise inser-
tion 

Gaussian noise with zero mean 
and variance 0.0002. 

2 JPEG com-
pression 

Quality factor 90%.  

3 Copy attack Copy a region and paste it on an-
other region with similar texture. 

 
Gaussian noise with zero mean and variance 0.0002 

was inserted into the watermarked image to evaluate 
the effectiveness of the fragile watermark in tamper 
detection. Figure 8 illustrates the test results. 

 

 
 
Figure 8. Left: Original CT brain image; 
Middle: Gaussian noise with zero mean 
and variance 0.0002 inserted into the wa-
termarked image; Right: Fragile water-
mark tile pattern destroyed by the Gaus-
sian noise. 
 
A test on JPEG compression with quality factor 

90% on the CT brain image is shown in Figure 9. The 
JPEG compressed watermarked image looks very simi-
lar to the original image. However, the fragile water-
mark tile pattern is destroyed by the JPEG compres-
sion. This alerts us that the image is not authentic. 

 

 
 
Figure 9. Left: Original CT brain image; 
Middle: JPEG compression on the wa-
termarked image with quality factor 90%; 
Right: Fragile watermark tile pattern de-
stroyed by the JPEG compression attack. 
 
Figure 10 shows an example of copy attack detected 

by the fragile watermark. Although it is hard for hu-
man eyes to identify the tampered regions, the proposed 
method makes it possible to do so by highlighting the 
distorted tiled patterns. 

 

 
 

 
 
Figure 10. Top: Copy attack on a water-
marked image. Bottom: Two tampered 
regions are detected by the fragile wa-
termark (the circled regions). 
 



4. Conclusions and future work  

The multiple-watermarking method presented has 
shown to be suitable for use in medical images. The 
annotation watermark can be used to embed patient 
information in a private and secure manner, while the 
fragile watermark offers tamper detection. The visual 
quality of watermarked image is very good. The effec-
tiveness of the fragile part in tamper detection has been 
proven under some general image manipulation at-
tacks. The annotation watermark is meant to store con-
text information in a private manner without increasing 
storage space requirement. Nevertheless it is possible to 
destroy it on purpose using malicious attack tech-
niques. To overcome such weakness, the annotation 
watermark should be embedded in textured regions of 
the image instead of in the image borders. In addition, 
a hash-block-chaining watermarking approach [9] can 
be adopted in the fragile watermarking part to improve 
its security. These issues will be investigated in our 
ongoing work. 
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