S OF TWA RE V ER I FI CA TIO N R ES E ARCH C EN TR E

S CHOOL O F IN FORM A TIO N T ECH NOLOG Y

THE U NI VE RS ITY O F QU E ENS LAN D

Qu een s lan d 4 072

Au st ra lia

TE CHN ICA L R E POR T

No. 00- 17

S af et y A ssu ran ce o f Co m me rci a l- O f f- Th e- S h e lf S o ft w a re

Pet e r Li n d s ay an d G ra e me S mit h

M ay 2000

Ph on e: +61 7 3 365 10 03

Fa x: +61 7 33 65 153 3

Note: Most SVRC technical reports are available via anonymous FTP, from svrc.it.uq.edu.au in thedirectory

/pub/SVRC/techreports. Abstracts and compressed postscript files are available via http://svrc.it.uq.edu.au.

Safet yAssurance o fCOTS Software SEA 2000

P. Lindsay& G. S mith, Software Verificat ion Research Centre 1

SafetyAssuranceof Commercial-Off-The-Shelf Software

Dr Peter Lindsay & Dr Grae me Smith

Softwa re Verification Research Ce ntre

Univers ity ofQuee ns la nd, Brisba ne, Qld 4072, Austra lia e ma il: pa l@s vrc.uq.edu.a u , s mith@s vrc.uq.edu.a u

Abstract : Commercial-Off-The-Shelf(COTS) software is increasinglybeing suggested for use in systems development, for reasons including cost, funct ionalit y, useabilit y, testedness, availabilit yo fsupport and upgrades. At the same time, standards for use ofsoftware in safet yrelated systems are beco ming increasinglystringent. This paper examines the issue of providing safet yassurance for systems invo lving COTS software, and surveys what inter nat ionalstandards say about the issue. The strengths and weaknesses ofa number of different approaches are discussed. The paper suggests that ^who le life-c ycle~ costing estimates, including est imates ofthe cost ofdeveloping and maintaining safet yassurance, be made pr ior to deciding whether to use COTS components in safet y-related applicat ions.

1 Introduction

1.1 WhyCOTS?

S ystemdevelopers are under increasing pressure to use Commercial-Off-The-Shelf(COTS) software components: that is, software that was originally designed byso meone else, for other

(possibly more general) purposes, and which is not intended to be internallymodified by the systemdeveloper. COTS software includes for example applicat ion packages, operating systems, user- inter face builders and graphics packages, software embedded in COTS hardware co mponents, and so on.

Arguments typicallyadvanced for the use ofCOTS products are:

· Cost : COTS products are generally cheaper because ofecono mies ofscale, whereby development and maintenance costs are amortised over a large user base;

· Functionality : COTS products may provide a high percentage ofthe desired funct ionalit y, plus a lot more besides;

· Useability : operators and end users often feel more comfortable with user inter faces based onor resembling ones theyuse at home or in the office;

· Testedness : because ofthe wide user base, the product has generallybeen thrashed pretty hard, and where problems are found theyo ften get reported and may get fixed in future releases;

· Support : again because o fthe wide user base, training and in-service support are often

Safet yAssurance o fCOTS Software SEA 2000

P. Lindsay& G. S mith, Software Verificat ion Research Centre 2

available, perhaps even frommult iple sources if the user base is sufficient lylarge;

· Future p roof : as techno logymoves on, the product mayalso evo lve to stayup to date and to move to new plat forms.

As attractive as these arguments seemat first sight, however, there are manytraps to be war y of, and so me especially difficult ˘ and expensive ˘ problems to be overcome before using

COTS products in safet y-related systems. By safety-related system we mean one whose failure could have safet yimplicat ions. This includes systems that controlor include physical devices, including those displaying infor mat ion or advice to operators, which maycause injur yor death [Std5679].

This paper surveys the issues and the options available, and makes reco mmendat ions for organisat ions consider ing using COTS software in safet y-related systems. Alt hough the paper focuses on safet yissues, many ofthe lessons extend to other properties ofcr it ical systems where assurance ofsystemdependabilit y is a concern. It also applies to COTS-like components, such as Non-Development Items (NDIs), Government Off-T he-Shelf(GOTS) products (also known as Government Furnished Equipment), and legacy systems. The term

Software ofUnknown Pedigree (SOUP) has recentlybeen coined to cover this more general class ofso ftware. Manyo fthe issues applyto hardware as well as so ftware.

In what fo llows, we fo llow [McDer mid98] in using COTS to refer to software components which are readilyavailable fro mcommercial sources, for generalapplicat ions and not easily modified. (Access to source code is generally denied.) Typical character ist ics ofCOTS components are that a number ofdifferent configurat ions may be available, and upgrades may occur either during systemdevelopment or while it is in service, or both.

1.2 Overviewofpaper

Section 2 overviews the requirements ofcurrent and emerging safetystandards for systems invo lving COTS software. Section 3 examines the purported benefits o fCOTS software when viewed fro ma safet yperspect ive and outlines the fundamentalrequirements ofsafet y assurance for COTS components. Section 4 descr ibes approaches for providing safet y assurance for systems with COTS components and outlines the approaches´ strengths and weaknesses. Section 5 summar ises our findings and makes recommendat ions for organisat ions consider ing using COTS software in safet y-related systems.

2 Safetyassuranceandstandards

2.1 Recentdevelopmentsinsafetystandards

The last couple o fyear s have seen the emergence ofnew internat ional safet ystandards for systems invo lving so ftware [Waben99]. These include

· The long-awaited release o finternat ional(and now Australian) standard IEC 61508

^Funct ional safet yofelectrical/electronic/programmable electronic safety-related systems~ [Std61508], which is likely to have a profound influence on civilian safet y

Safet yAssurance o fCOTS Software SEA 2000

P. Lindsay& G. S mith, Software Verificat ion Research Centre 3

systems;

· New CENELEC standards in the railways sector, and emerging standard IEC 61511 in the industr ialcontrolsector; and

· A new Australian defence standard, Def( Aust) 5679 ^The procurement ofcomputer-based safet ycr it icalsystems~ [Std5679]

A new, substant iallyrevised versio n ofthe US defence standard MIL_ST AN 882 has been released [Std882D], and debate is reopening about the aerospace standard DO-178B

[Std178B]. See Section 6 for a broader list ofsystem safet ystandards; severalgood surveys are available [Waben99,WWW].

It is difficult to generalise about allthese new standards, but some generaltrends ˘ and commo n requirements ˘ are becoming apparent. Most standards now require, in one for mor another, that a Safety Case be developed, which presents documented evidence that the systemis safe to operate. For software components, there generally needs to be an assessment ofthe software´s required contribut ion to safet y, in the formofa Safety Integrity Level

(SIL) that indicates how much the systemrelies on the software for safet y[Lindsay97].

The standards typically reco mmend that certain activit ies (typicallysafet y-oriented V&V activit ies, but also important infrastructure activit ies such as configurat ion management) be undertaken dur ing development ofsafet y-related software, and require that the rigor and independence with which the activit ies are carr ied out be commensurate with the Safety

Integrit yLevel. (Note that the definit io n ofSILs and the requirements for activit ies differ fro mstandard to standard.) This might be termed a process-oriented approach, and reflects the degree ofconsensus current lyavailable. Many commentators and evaluators would prefer to see more product-oriented evidence, but consensus on exact ly what ˘ and how much ˘ should be required has been harder to reach.

Because oftheir focus on provision o fassurance through development processes, however, standards generally have less guidance to offer to systemdevelopers and safet yevaluators when it comes to COTS components. The rest ofthis sect ion outlines what some o fthe standards sayin relat ion to COTS software. It turns out that there are limited practical options available, and that while most standards allow concessio ns to be made, the preferred solut ion is to require equivalent rigor for the assurance for COTS and bespoke items. In Section 3 we return instead to fundamentals to develop some usefulguidance for safet yassurance ofCOTS software.

2.2 IEC61508

IEC 61508 [Std61508] requires that, ifstandard or previously used components are to be used, theyshallbe clear lyident ified and their suitabilit y just ified. Just ificat ion may be der ived fro moperation in a similar application or evidence ofsuitable ver ificat ion and validat ion procedures. However, the previous environment(s) should also be evaluated to establish that any operationalassumpt ions are sat isfied by the new environment.

2.3 MIL-STD-882D

US system-safet ydefence standard MIL-STD 882D [Std882D] notes the difficult ies presented

Safet yAssurance o fCOTS Software SEA 2000

P. Lindsay& G. S mith, Software Verificat ion Research Centre 4

byCOTS products. It recommends tailor ing the safet yprogramto incorporate safet y management and summar yo fassessment onlyfor small COTS products. For larger COTS products, a formal safet yplan is reco mmended, along with a safet yworking group and safet y requirements/cr iteria analysis. General considerat ion is given to the assessment ofany documentation or operationalevidence and to performing addit io nalhazard analyses as necessar y.

2.4 Def(Aust)5679

Australian defence standard Def( Aust) 5679 [Std5679] provides requirements and guidance for both COTS systems and COTS components (referred to as Non-Development Items).

Components developed in accordance wit h other safet ystandards maybe assigned a level up to SIL S 2 ifthe Auditor approves and evidence is provided that component specificat ions meet the derived co mponent safet yrequirements. To be assigned a SIL ofS 3 or higher, COTS components require the applicat ion of fulldesign and implementation assurance. Otherwise, components may onlybe rated S 0 .

COTS systems must be developed to a safet ystandard. The processes ofDef( Aust) 5679 must still be fo llowed as far as is possible, including production ofa Safet yCase meet ing the intent ofDef( Aust) 5679. Presented safet yarguments and processes can be approved at the discretion ofthe safet yAuditor and Evaluator.

2.5 STANAG4452

Analys is Task 8 ofNATO standardisat ion agreement STANAG 4452 [Std4452] on munit io ns-related systems requir es that commercial or government-furnished software be analysed and tested unless specifically excluded by the Managing Act ivit y. The levelo f analys is and test required is not indicated.

2.6 UK defencestandards

UK system- safet ydefence standard DefStan 00-56 [Std00-56] requires the production ofa

Safet yCase for COTS products. Detailed guidance on the retrospective applicat ion ofthe standard is given in Annex D ofpart 2. In particular, a SafetyProgramme P lan, a Project

Qualit yP lan, a Project Configurat ion Management Plan and a Hazard Log should be established. Exist ing safet yanalys is infor mat ion, including service histories, should be examined for deficiencies, and evaluated against the DefStan 00-56 requirements.

In safet y-cr it icalso ftware standard DefStan 00-55 [Std00-55], the use ofpreviously developed so ftware in a new or modified systemmust be shown to not adverselyaffect the safet yo fthe new system. Reverse engineer ing, verificat ion and validat ion act ivit ies are required for anyso ftware not produced according to the standard; this is likelyto require access to source code. The extent ofreverse engineer ing may be reduced ifother assurance activit ies have been conducted or the in-service historyofthe software is appropriate, and detailed guidance is given on this matter. In particular, quant ified error rates and failure probabilit ies for the software may be taken into account.

Safet y-cr it ical hardware standard DefStan 00-54 [Std00-54] notes the widespread use o f

Safet yAssurance o fCOTS Software SEA 2000

P. Lindsay& G. S mith, Software Verificat ion Research Centre 5

COTS products in hardware development. A COTS product may onlybe used if evidence of its integr it ycan be gathered fro mthe process used in its design and production, its source of supply, and its service history. The argument used is qualitat ive. The COTS product must have been supplied wit h a comprehensive specificat ion. Safet yanalysis is required to show that the itemis not used outside the limits documented in the specificat ion. Evidence is required ofcomprehensive testing that the itemoperates in accordance with its specificat ion.

Any failures o fthe COTS product must be recorded in the Safet yRecords Log, together with measures taken to prevent further occurrence ofthe fault. Anymodificat ions to COTS products must be made in accordance with the standard. The configurations ofall COTS products must be recorded.

2.7 Avionicsstandards

The Societ yofAutomotive Engineer´s Aerospace Reco mmended Pract ice ARP4754

[Std4754] considers COTS- like products in relation to the modification ofaircraft. In particular, the problems ofalter ing a legacy system and integrating a systemwit h a different aircraft type are examined. In general, the certificat ion data necessar y to support the safet y assessment are required. Credit may be sought for previous assurance act ivit ies if the aircraft or subsystemis traceable to the certificat ion data. Otherwise, the applicant should identifyand substant iate the assumpt ions necessar y to support the assessment. Ifit is unavailable, certification data maybe generated byreverse engineer ing or froman analys is ofthe ser vice history.

The widely used aerospace-so ftware development standard DO-178B [Std178B] discusses the use ofexist ing software in new aircraft and software whose data does not satisfythe guidelines o fthe standard. Certificat ion data should be reviewed and supplemented where necessar yto satisfythe safet yassessment and ver ificat ion act ivit ies. Reverse engineer ing may be emplo yed ifdata is not available. The service historymay be used provided the configuration can be ident ified and an analysis confir ming relevance o fthe service historycan be provided. Some est imate ofthe software reliabilit yis also required based on length of service per iod and records ofobserved failures.

3 SafetyassurancerequirementsforCOTScomponents

Having seen that standards offer litt le practicalguidance on development ofsafet yassurance ofCOTS software, we return instead to fundamentals and focus onthree generalcr iteria for the assurance ofCOTS components:

1. Ver ifying specified behaviour, including the eliminat ion ofunspecified behaviour ;

2. Validat ing the safetyo fspecified behaviour in the new operational context; and

3. Ensur ing safet yunder change.

These are explained in more detailbelow.

Safet yAssurance o fCOTS Software SEA 2000

P. Lindsay& G. S mith, Software Verificat ion Research Centre 6

3.1 Verifyingspecifiedbehaviour

Assurance needs to be provided that the itembehaves in accordance wit h specified funct ionalit y. The for mofthis assurance willvar y with each strategybut must satisfy two condit ions:

· Specified behaviour is sat isfied with a levelo fconfidence commensurate with the claimed integr it ylevel; and

· No unspecified behaviour or influence can ar ise through undocumented funct ionalit y, dormant code or use ofcommo n resources. This requir ement is often over looked and can be difficult to achieve [Kohl98].

3.2 Validatingsafetyofitembehaviour

Even ifthe behaviour ofan itemcan be trusted, it is also necessar yto demonstrate that the behaviour is safe in the application environment. Safet yis defined wit h respect to a particular operationalenvironment so, ifthe environment is changed, ^safeness~ ofthe specified behaviour must be re-evaluated. (In particular, Safet yIntegr ityLevels have no force outside the context in which a component´s safet yassurance was developed.) Further more, the item assurance must be qualified for the new operational demands as well as the environmental condit ions such as stress, temperature, humidit yand electromagnet ic inter ference.

Demonstrating safet yofan item´s behaviour in a new applicat ion can be treated independent ly ofassur ing the behaviour itself. Some methods that have been proposed include:

· Hazard analysis . In most cases, it will be necessary to performat least some hazard analys is to ident ify the hazardous condit ions ofthe applicat ion in its operating environment. For COTS components, it is also possible to refine the analys is through the systemarchitecture to define safet yrequirements that the item must satisfy

[McDer mid98].

· Testing . One proposalfor certificat ion ofitems is to use black-bo x testing together with system-level fault injection , to determine the effect on the systemif the co mponent fails, and operational system testing , to determine the effect on the systemif the component funct ions properly[Voas98]. This has the benefit ofusing the realsystembut it can be time consuming and o ften relies on a sophist icated test environment. Ofcourse, it is also difficult to achieve certaint yofcorrectness wit h testing alone.

· Modelling and simulation . A similar approach is to modelthe item, together with bespoke components, and demonstrate that emergent safet yrequirements derived elsewhere in the safet ycase are met. The complexit yofthis task is reduced ifthe proofs can be discharged automat icallyby a model-checking (exhaust ive simulat ion) toolas in the proposed approach ofthe S ystems Assurance Group at DERA [O´Halloran99]. Where behaviour ofan itemis uncertain, this approach models the itempessimist icallyto allow for worst-case scenar ios. S imilar ly, it incorporates fault inject ion to allow for errors in the

COTS and bespoke components.

Safet yAssurance o fCOTS Software SEA 2000

P. Lindsay& G. S mith, Software Verificat ion Research Centre 7

3.3 Retainingassuranceunderchange

Like any so ftware system, COTS items are likelyto change. In particular, theyfrequent ly undergo modificat ions which are not always backwards co mpat ible. A significant problemis maintaining assurance in the face ofmodification. To begin, we must be certain that the item configuration in operation corresponds to the assurance evidence ofthe safet ycase, even in the face ofchange. Ifthe itemchanges, the assurance must be regenerated. Reacquir ing assurance when items are modified can be costly, particular ly when the scope of modifications are outside our controlor even unknown.

3.4 ThebenefitsofCOTSmeasuredupagainstsafetygoals

Before turning to possible approaches to providing safet yassurance for COTS components in

Section 4, it is worth revisit ing the perceived benefit s ofCOTS as descr ibed in Sect ion 1, to see how theymeasure up :

· Cost : There is considerable debate as to whether COTS components reallydo reduce costs when the who le life-cyc le, including maintenance, ofthe developed systemis considered

[McDer mid98]. Some ofthe main reasons are given in the bullet points that fo llow.

· Functionality : As discussed, one ofthe main safety assurance act ivit ies is concer ned with eliminat ing undesir able behaviour, including unexpected, unant icipated or unpredictable behaviour. It is thus important to be able to tight ly constrain funct ionalit y, and to eliminate un-needed funct ionalit y. This is especially important where such functionalit y can have side-effects that are not easyto determine or to control. The unconstrained nature ofmany COTS applicat ions, and the trend to add funct ionalit y in upgrades (often without notification), are major problems for developers ofcr it ical systems. (The Ar iane 5 maiden flight is one example where un-needed funct ionality caused a systemto fail.)

· Useability : While safet yis generallyincreased by improving the displayo finfor mat ion to operators, there is also a danger that operators will assume too much ˘ a case of familiar it y breeding contempt. Subtle differences in user interface funct ionalit ycan have major undesired effects, as users ofmanyapplications packages willknow.

· Testedness : Having a broad user base definitely can lead to better test coverage, at least at

^black box~ level. However, the environment in which the COTS component operates stronglyinfluences its behaviour. Testing may not have taken place in a similar environment, or the same kind o frequirements might not have been tested. Also, it has often been observed that manysoftware failures occur in areas of funct ionalit yless tested.

In recognit ion ofthis, software safet ystandards typically require evidence ofhigh coverage ofallpossible ^paths~ through the software, especiallywhere related to safet y cr it icalfunct ionalit y. Such evidence cannot be collected ifsource code and detailed designs are not available.

There is also an unfortunate commercialrealit ythat time-to- market is often more important for COTS suppliers than correctness . Software is often released wit h known bugs included .

Safet yAssurance o fCOTS Software SEA 2000

P. Lindsay& G. S mith, Software Verificat ion Research Centre 8

· Support : An effect ofbroadening the user base is that you may now be a small fish in a large pond, and have little or no contractual leverage to get problems fixed. The COTS package may evo lve, leaving your versio n unsupported.

· Future p roof : Fro man assurance viewpo int, upgrades can be problemat ical. Any change to a component maymean the who le systemneeds to be retested, which can be expensive and time-consuming. Ifthe component changes substant ially, it may mean redesigning and re- implement ing systeminter faces. These costs can outweigh anyinit ial savings achieved for the component [McDermid98].

4 ProvidingsafetyassuranceforCOTScomponents

Four generalapproaches for generat ing safet yassurance are examined below:

1. Transferr ing assurance fromother development processes. This is particular ly effect ive where the assurance processes are similar to those required bythe safet y standard being used or can be argued to be equivalent lyr igorous.

2. Isolate COTS components using appropriate design. Some appropriate design techniques are discussed, including wrappers and redundancy.

3. Post-development safet ycase construction. This is the approach favoured bymost standards but can be prohibit ivelyexpensive.

4. Using empir icalevidence ofoperational use. While this mayo ffer a low-cost alternat ive, it is unlikelythat sufficient accurate data collected under the same operationalcondit ions and using the same versio n ofthe COTS itemwill be available to support the claims o frequired integr it y. Arguments will therefore need to be made based on assumpt ions.

4.1 TransferingAssurance

When items are developed under standards other than that being used, it maybe possible to transfer evidence into the safetycase. Ideally, this would invo lve litt le or no technical evaluat ion and would be based on review o fthe kinds ofsupporting evidence provided under the other standard.

The major difficult ywit h this approach is relat ing levels ofassurance between standards. The assurance tasks applied bydifferent standards, and even the principles behind themcan var y substant ially. In general, it is not possible to provide a straight forward mapping between standard assurance levels and a more detailed compar ison ofprocesses is required. In so me cases, the relat ionship between process is clear, for example the application of for mal proof under UK DefStan 00-55 or IEC 61508. However, justifying equivalence between different assurance processes, for example test and for malproof, will be ver ydifficult.

Ofcourse, it is st illnecessar yto validate the claimed assurance in the context ofthe new applicat ion. This in itselfcan require so me technicalanalys is. Hence the approach is more acceptable within particular do mains, e.g., it is proposed as a strategyfor COTS components

Safet yAssurance o fCOTS Software SEA 2000

P. Lindsay& G. S mith, Software Verificat ion Research Centre 9

used in nuclear reactors [Preckshot95, Scott95]. When this is not the case, addit ional evidence needs to be provided.

4.2 RestrictingComponentsThroughDesign

It may be possible to utilise the funct ionalit yo flow integrit yCOTS components within a high integr it ydesign byrestrict ing the influence ofthe component on the rest ofthe system. This is an attractive option where the funct ionalit y ofan itemis desirable and trust in itemreliabilit y is impossible or costlyto achieve.

However, ensur ing that an itemis adequatelyrestricted can also be costlyand so met imes requires detailed knowledge ofthe itemdesign. In particular, all possible influences ofCOTS components need to be established, including possible inter ference fromdormant code and use ofcommo n resources.

One way ofrestricting the influence o fCOTS components is by iso lat ing themusing encapsulat ion mechanisms such as wrappers [Brown98, O´Halloran99]. Wrappers provide two roles: theycan prevent certain inputs fromreaching the COTS component and thus prevent it fro mper forming particular functions, and theycan check outputs fromthe COTS component and ensure theymeet certain requir ements [Voas98]. This can ensure that the

COTS component does not adverselyimpact the rest ofthe system.

Effect ive use ofwrappers requires that the COTS component´s inter face is well-understood.

Any unexpected outputsmaybe able to pass through the wrapper. Lack ofdetailed and accurate documentation is therefore a problemwhen using this approach. Black box testing of

COTS components with wrappers installed, and fault-injection testing , i.e., testing with rando merrors introduced, have been suggested as a means ofincreasing the assurance o fthe effect iveness ofwrappers [Voas98]. However, testing may not be able to provide the high levels o fconfidence required. Another problemwith wrappers is that theycan be quite complex. It is possible that the wrapper can be larger than the COTS component it is iso lat ing

[McDer mid98]. In such cases, it maybe more effect ive to develop a new component than use the COTS component.

Another approach to restrict ing the influence ofCOTS components is byusing a redundant architecture. Replication and major it yvoting are effect ive approaches for dealing with hardware. However, similar techniques cannot be effect ivelyapplied to software where faults are systematic: for the same inputs, replicated software components willproduce the same results. N-version programming , e.g., using COTS products with the same funct ionalit yfrom different vendors, has been suggested, but has debatable reliabilit y[ Leveson95].

An alternative formofredundancy is to partition the systeminto a high-per for mance portion and a high-assurance ker nel(also called a safet ykernel [Std5679, Std4452]). COTS components can be used in the high-per formance portion and, iftheyfail, the high-assurance kerneltakes over and provides the required funct ionalit y (typically less efficient ly). One such example is the S implex Architecture [Sha98] and the approach is used in the nuclear and process controlindustries by separating controland protection functionalit y. Unfortunately, this approach suffers the same weaknesses as using wrappers: the kernelmay not catch unexpected funct ionalit y, and the kernelmay be prohibit ivelyco mplex.

Safet yAssurance o fCOTS Software SEA 2000

P. Lindsay& G. S mith, Software Verificat ion Research Centre 10

4.3 PostDevelopmentSafetyCaseProduction

In pr inciple, a safet ycase maybe produced fromdocumentation after development. This is a strategyfavoured byall standards but it is often expensive and, in so me cases, not practical since the COTS itemcannot be subsequent lyaltered. Faults, should theybe found, cannot necessar ily be fixed since the modificat ion ofCOTS items is not controllable. This is not acceptable ifthe fault discovered could be the source ofa cr iticalhazard. Furthermore, the design implementation techniques used, e.g., the cho ice o fprogramming language, may not conformto what the standard requires or be amenable to the required analysis techniques.

A pr imar ydifficult ywit h this strategyis that it requires access to source code and other documents which maynot be readily available or too expensive to procure. (Thanks to Y2K,

Australian law now allows a certain amount ofreverse engineer ing ofdesign, for purposes of testing functionalit y and integration ofco mponents into systems.) However, even ifall such documentation is available, it may not accurately represent the actualCOTS item´s configuration.

Where documentation is available, it is not always feasible to reverse engineer a safet ycase due to the complexit yo fthe task. In fact, it can be much more complex than developing a safet ycase for bespoke software [McDermid98]. This is part icular ly the case if the systemhas been developed wit hout assessment in mind.

An alternative proposalfor post-development certificat ion ofCOTS items is to use black-bo x testing together with system- level fault and operational system[Voas98]. However, the effect iveness ofblack-box testing to achieve high levels ofintegr it yis quest ionable and more r igorous testing generallyrequires knowledge ofdesign and source code structure [Scott]. A particular problemis deter mining the totalfunct ionalit yo fthe COTS itemto test

[McDer mid98].

4.4 UsingEmpiricalEvidence

Some standards such as DO-178B [Std178B] and IEC 61508 [Std61508] allow assurance to be generated fro mempir icalevidence such as operationaluse. Where it is applicable, this is a low-cost option for gaining assurance but much care needs to be taken to just ifyvalidit y of the evidence.

S ince empir ical evidence is based on operationaluse, strong just ificat ion is required to show that the evidence willtransfer into the new environment. In particular, it is difficult to reuse evidence ofreliabilit ywhen the operational demands differ significantly. For this reason, this strategysuffer s the same weaknesses as transferr ing assurance and is similar lymore acceptable in do mains wit h stable operational profiles, e.g., it is also proposed as a strategy for dealing with COTS components used in nuclear reactors [Preckshot95, Scott95].

Even ifoperational profiles are similar, a ver ylarge bodyofevidence is required to provide sufficient assurance for safet y-cr it icalfunct ions. Thus, operational evidence is most ly proposed to complement, rather than replace, other assurance methods [Preckshot95]. In fact, the number ofoperationalhours required to demonstrate that the COTS itemsat isfies high levels o fintegr it yis probablyorders ofmagnitude greater than the COTS item’s lifet ime. For

Safet yAssurance o fCOTS Software SEA 2000

P. Lindsay& G. S mith, Software Verificat ion Research Centre 11

this reason, the approach is more applicable to particular COTS items such as real-t ime operating systems, which tend to be ver ystable and are used in hundreds ofthousands of applicat ions, than more generalCOTS items which are continuouslyupgraded

[McDer mid98].

Providing accurate records ofoperational use can also be an issue. Operational profiles are rarelyrecorded and difficult to estimate. Accurate incident logs are also scarce so the data on which to base evidence is unlikely to be valid, or even available.

5 Conclusions

We conclude wit h a br iefsummar yo four findings, and a list ofissues that need to be considered in select ing, acquir ing and integrating COTS software into safet y-related systems, over and above usualsystem- levelsafetyassurance act ivit ies.

5.1 Summary

Four generalapproaches for generat ing safet yassurance are examined above:

1. Transferr ing assurance fromother development processes. Ideally, this invo lves little or no technicalevaluat ion. However, relat ing levels ofassurance between standards can be difficult and the claimed assurance must be validated in the new operating environment.

2. Restricting the influence o fCOTS components using appropriate design. This is particular ly attractive where a COTS component with the desired funct ionalit yexists but its reliabilit y is impossible or costly to ascertain. However, proposed approaches, such as wrappers and redundant architectures, require a good understanding ofthe component’s inter face, in particular a good understanding ofun-needed funct ionalityprovided by the component, and maybe prohibit ively co mplex.

3. Post-development safet ycase construction. This is favoured bymost standards but requires access to source code and other documents ofthe correct configuration, and can be more complex than developing a safet ycase for bespoke components. The inabilit y to modify the COTS product to fix faults or use an imp lementation technique compliant with the standard is also an issue.

4. Using empir icalevidence ofoperational use. This can be a low-cost option for gaining assurance. However, it is necessar yto just ifythat the evidence is applicable in the new operating environment and generally a ver y large bodyofaccurate evidence is required.

5.2 IssuesinselectingCOTS

· Where possible, choose components which have been used in similar applications, with a good record of freedo mfro mfailure, and for which a safet ycase has already been developed.

· The generalconsensus currently seems to be that COTS should not be used for components at Safet yI ntegrit yLevels above IEC61508 SIL2.

· Consider full life-cycle costs, and determine strategywit h regard to upgrades.

Safet yAssurance o fCOTS Software SEA 2000

P. Lindsay& G. S mith, Software Verificat ion Research Centre 12

5.3 IssuesinacquiringCOTS

· Where a safet ycase has been developed, be sure to acquire it too.

· Failing that, tryto get access to design and testing infor mat ion ( including source code), as well as in- ser vice history(with full details ofthe environment in which the component was used).

· At ver yleast, get a full co mponent specificat ion ( including a detailed inter face specification) and infor mat ion about the component’s known failure modes and ( if available) their obser ved frequency. Co mponent specificat ions should include all component funct ionalit y, not just desired funct ionalit y.

· Negotiate an ongoing support agreement, particular lyifa no-upgrades strategyis to be fo llo wed. Ifupgrades are to be incorporated, ensure configurat ion and versio n ident ificat ion willbe accurate and specificat ions willbe kept up to date, and determine a systemupgrade and regressio n testing strategyin advance.

5.4 IssuesinintegratingCOTScomponentsintosystem

· Use protective design techniques such as wrappers to iso late the component and/or safet y kernels to monitor its state and maintain a safe systemstate.

· In addit ion to usualanalysis ( including failure modes analysis), analyse for possible effects ofinvocation ofun-needed funct ionalit y.

5.5 Researchissues

Further evaluat ion ofthe strengths and weaknesses ofthe four strategies we have presented needs to be carried out and criter ia for the select ion ofthe most effective approach in particular situations needs to be determined. In addit ion, a number ofissues relat ing to the use ofindividualapproaches need to be researched.

To use the approach oftransferr ing assurance, guidance on the relat ionship between integr it y levels o fdifferent standards needs to be provided. Also, techniques for transferr ing assurance into different operating environments need to be developed.

In order to use the approach ofrestrict ing components, there is a need to ident ify robust architecturaldesign techniques that would allo w low integr it yco mponents to be used in higher integr it yenvironments. In addit ion, methods for ident ifying and analysing dormant code and un-needed funct ionalit yneed to be developed. This approach also needs to be incorporated into exist ing safet ystandards by the provisio n ofguidance on acceptable SIL reductions for protective architectures.

6 References

6.1 SoftwareSafetyStandards

[Std5679] Australian Depart ment ofDefence, Def( Aust) 5679, The Procurement of

Computer-Based Safet yCr it icalS ystems, 1998.

Safet yAssurance o fCOTS Software SEA 2000

P. Lindsay& G. S mith, Software Verificat ion Research Centre 13

[Std178B] Radio Techn icalCo mmissio n for Aeronautics, Software Considerat ions in

Air borne S ystems and Equipment Certification. RT CA/DO-178B, 1992.

[Std4754] Societ yofAutomotive Engineers. Aerospace Recommended Practice

4754: Certificat ion Considerat ions for Highly-I ntegrated or Complex

Aircraft S ystems, 1996.

[Std882D] US Department ofDefense, MIL-STD-882D Standard Practice: S ystem

Safet y, 1999.

[Std50128] European Committee for Electrotechnical Standardization, CENELEC prEN 50128, Railway Applicat ions: Software for Railway Controland

Protection S ystems, draft 1998.

[Std61508] InternationalE lectrotechnicalCo mmissio n, IEC 61508, Funct ionalSafet y ofelectrical/electronic/programmable electronic safet y-related systems,

1998.

[Std61511] In ternationalE lectrotechnicalCo mmissio n, IEC 61511, Funct ionalsafet y:

Safet yinstrumented systems for the process industr ysector, draft 2000.

[Std00-54] UK Ministr yofDefence, Interim Defence Standard 00-54: Requirements for Safet yRelated Electronic Hardware in Defence Equipment, 1999.

[Std00-55] UK Ministr yofDefence, Defence Standard 00-55: The Procurement of

Safet yCr it ical Software in Defence Equipment, 1995.

[Std00-56] UK Ministr yofDefence, Defence Standard 00-56: Sa fet yManagement

Requirements for Defence S ystems, 1991.

[Std4452] North Atlant ic TreatyOrganisat ion. NATO STANAG 4452: Safet y

Assessment ofMunit io n-Related Comput ing S ystems, September 1996

6.2 Researchpapers,booksandresourcematerial

[Brown98] M.L. Brown. Commercially Developed and Non-Development Items in

Safety Critical Systems. Slide presentation , 1998.

[ESA96] European Space Agency. ARI ANE 5: Flight 501 Failure.

http://www.esrin.esa. it/tidc/Press/Press96/ar iane5rep. html

[Kohl98] R. Kohl. V &V of COTS Dormant Code: Challenges and Issues. Slide presentation , 1998.

[McDer mid98] N. Talbert. Interviewwith John McDermid: The Cost of COTS. IEEE

Computer, 31(6):46-52, June 1998.

[O´Halloran99] C. O´Halloran. Assessing Safety Critical COTS Systems . Journalofthe

S ystemSafetySociet y, 35(2), 1999.

[Leveson95] N.G. Leveson. Safeware: System Safety and Computers. Addiso n-Wesley,

1995.

Safet yAssurance o fCOTS Software SEA 2000

P. Lindsay& G. S mith, Software Verificat ion Research Centre 14

[Lindsay97] P.A. Lindsay and J. A. McDer mid, A Systematic Approach To Software

Safety Integrity Levels , in: Proceedings 16 th Internat Confon Co mputer

Safet y, Reliabilit yand Secur it y(S AFECOMP´97), York 1997, Springer

Ver lag, 1997. http://svrc. it.uq.edu.au/Bibliography/svrc-tr.html?97-04

[Preckshot95] G.G. Preckshot and J.A. Scott. A Proposed Acceptance Process for

Commercial Off-The-Shelf (COTS) Software in Reactor Applications.

Lawrence Liver more National Laboratory, Report UCRL-ID-122526,

September 1995.

[Scott] J.A. Scott and J.D. Lawrence . Testing Existing Software for Safety-Related

Applications. Lawrence Liver more NationalLaboratory, Report UCRL-

ID-117224, Revisio n 7.1.

[Scott95] J.A. Scott, G.G. Preckshot and J.M. Gallagher. Using Commercial-Off-the-

Shelf (COTS) Software in High-Consequence Safety Systems . Lawrence

Liver more NationalLaboratory, Report UCRL-JC-122246, November

1995.

[SCS] Safet ycr it icalsystems e- mailforum. High Integrity S ystems Engineer ing group, Universit yo fYork. http://www.cs.york.ac.uk/hise/sclist/sclist.html

[Sha98] L. Sha, J.B. Goodenough and B. Pollack. Simplex Architecture: Meeting the Challenges of Using COTS in High-Reliability Systems. Crosstalk,

Apr il1998.

[Voas98] J.M. Voas. Certifying Off-the-Shelf Software Components. IEEE

Computer, 31(6):53-59, June 1998.

[Waben99] A. K. Wabenhorst and B. Atchison, A survey of international safety standards , Software Verificat ion Research Centre technical report 99-30,

1999. http://svrc.it.uq.edu.au/Bibliography/svrc-tr.ht ml?99-30

[WWW] WWW VirtualLibrar y ˘ safetycr it icalsystems.

http://www.comlab.ox.ac.uk/archive/safety. ht ml